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Executive Summary

The PROTAGE project will build and validate flexible and extensible software agents for
long-term digital preservation and access that can cooperate with and be integrated in
existing and new preservation systems. Targeted end users are curators and digital content
creators including individuals managing their own digital collections.

This report forms the basis of the development of Agent Ecosystems for Digital Preservation
in the PROTAGE project. The report covers a stakeholder needs investigation including
some subsections necessary for the theoretical background and several data gathering
techniques. These techniques are two document-based methods namely state-of-the-art
review and analysis of peer projects, focus groups and expert evaluations. Furthermore, the
report deals with a number of application scenarios based on the results from the even
mentioned analyses.

The state-of-the-art review has identified areas, in which agent technology can contribute to
the automation of costly and labour-intensive processes in digital preservation. The Agent
Ecosystems are expected to contribute to decreasing costs and labour-intensity as well as to
increase the degree of interoperability and coordination and the capacity of memory
institutions to preserve digital information. The identified areas suitable for implementation of
Agent Ecosystems are submission and ingest of digital material, monitoring and transfer. The
review also has identified models and methods suitable for combination with agent
technology. The review revealed two relevant environments: the producer and the archive.
This in turn pointed to the importance of a pre-ingest activity. Therefore, the PROTAGE
project will address issues concerning pre-ingest, ingest and transfer.

The analysis of peer projects is aimed at identifying user needs and requirements from
similar projects in the field of digital preservation, which are partly taken into account in the
PROTAGE project.

The stakeholder need finding was carried out in Sweden and Estonia in the form of focus
groups and expert evaluations. There were three focus groups, two in Estonia and one in
Sweden. Attendees at the focus groups were two identified major stakeholders: professional
records managers and archivists. The focus groups were supplemented with expert
evaluations. The analysis confirmed the importance of further raising the issues discussed in
the state-of-the-art analysis. One major new concern was revealed in addition to pre-ingest,
ingest and transfer, namely, active records management is a crucial issue. Thus monitoring
of creation and management of digital resources was added to the PROTAGE project issues
to address.

In Part 11, a number of application scenarios concerning monitoring, pre-ingest, transfer and
ingest are presented. A selection of these application scenarios will be used in the
development of the PROTAGE Agent Ecosystem.

The scenarios are:

Monitoring: pre-appraisal, monitoring file formats and metadata, detection of duplicates in
other IT-systems, manage retention reminders

Pre-ingest: post-appraisal, checking Submission Information Package (SIP) requirements,
creating an overview of records to transfer, create SIP

Transfer: test transfer, monitoring the transfer

Ingest: validate SIP, extract metadata for archival systems, create Archival Information
Package (AIP).
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Introduction

The PROTAGE project investigates and initiates complementary new approaches to digital
preservation. The main objectives of the project are:

Research the potential of software agent ecosystems to support the automation of digital
preservation tasks;

Demonstrate the technical feasibility of such a system by means of the PROTAGE
prototypes;

Analyse how these tools can be implemented in various organisational environments;

Explore the possible integration of PROTAGE solutions with other existing or new digital
preservation environments;

Explore synergies with other Research & Technology Development (RTD) activities in the
digital preservation domain.

This report is an early delivery from Work Package 1 in the PROTAGE project. The tasks of
Work Package 1 are as follows:

Identification of agent-based technology suitable for application in the preservation field
and preservation models suitable for agent technology adaptation;

Identification of stakeholder needs and requirements;

Description of the PROTAGE approach to digital preservation models and methods
based on existing ones, as well as stakeholder needs and requirements.

This report starts off with analysing the state-of-the-art in both digital preservation domain
and agent technology, and explores the possibilities of combining these two areas.
Conclusions from this analysis form the basis for an initial scoping of stakeholder needs. The
report describes the methods used for identification of stakeholder requirements and in the
final phase presents a number of application scenarios of agent technology in the digital
preservation domain that are utilised in the PROTAGE system development work.

The goal of the work presented in this report is to find the intersection of requirements as
presented by key stakeholder groups, and to extract the core scenarios that will act as a
starting point for the design of the new agent based system.

The report is structured in two parts related to the three tasks of Work Package 1 presented
above.

Part | presents the stakeholder requirements as identified in focus groups, expert evaluations
and analysis of the state of the art using document-based methods and desk research.

Part Il introduces the application scenarios of agent technology in digital preservation.

Models and methods in digital preservation suitable for combination with agent technology
have been identified and reconciled with specific requirements of stakeholders. To
accomplish this, focus group discussions were organised in two partner countries with the
scope of preservation models and methods research in order to:

Evaluate existing solutions, and

Form a basis for developing new customised and sophisticated concepts.
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The case of Sweden and Estonia where the focus groups were held, are treated separately
in this document and the results are split into two sections:

Requirements of record-creating agencies, and

Requirements of national archives.

An additional need-finding technique was used: expert evaluation. These surveys were
aimed at identifying and understanding problems using the knowledge of experts.

The application scenarios of agent technology have been developed from the approaches
extracted from the document-based methods, the stakeholder needs in Estonia and Sweden
and the expert evaluation.
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Part I: Analysis of Stakeholder Needs

The aim of the PROTAGE project is to develop an innovative product with no obvious
precedent. This process requires an understanding of the users and their capabilities, their
current tasks and goals, the use context of the product, and the constraints on the products
performance. In order to communicate the users needs, requirements, objectives and
expectations have to be discussed, refined, specified and probably re-scoped.

To deliver the right product, it is important to communicate the requirements early, before the
cost of fixing errors exceeds the project budget and compromises the project result. Hence, it
is necessary to scope the user requirements efficiently, yet this process needs many skills to
identify, analyse and verify the requirements.

The traditional and most popular way to identify user needs is to complete a set of textual
requirements. Textual requirements represent a proper method when formal specifications
are needed, but they rarely communicate user needs in an effective way.

User needs build on a combination of discovery, investigation and decision-making.
Successful projects engage users early on and then explore their requirements by using
analysis models as the representations of the gathered user requirements. This is the
approach taken in the PROTAGE project.

Part | of this document is structured as follows: the first section provides the theoretical
background of the requirements activity and identifying needs and establishing requirements
respectively. After that, the PROTAGE data gathering techniques are presented and we
explain why they are appropriate. In the next three sections the outcomes of the PROTAGE
data gathering techniques are discussed. In the last section, the main results are concluded
in both textual and graphical ways.

1. Requirements Activity — Identifying Needs and
Establishing Requirements

At the beginning of the requirements activity, there are many aspects to be found out and
clarified. At the end of the activity a set of stable requirements arise that can be moved
forward into the design activity. In the middle, there are activities concerned with gathering
data, interpreting or analysing the data and capturing the findings in a form that can be
expressed as requirements.

Generally, the first step is the identification of user needs done by surveys, searching the
Internet, searching respective sources from literature. The PROTAGE project decided to
perform focus groups in the different pilot countries (Sweden, Estonia) inviting both the end-
user partners of the PROTAGE project itself and other potential interested parties in the pilot
side countries. The first outcomes of the focus groups can be found in chapter 2.2.

1.1. Variety of Requirements

There are different kinds of requirements and each can be emphasised by different
techniques. In the literature five kinds of requirements can be differed [Pr02].
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Functional requirements

Functional requirements capture what the product should do. Understanding the
functional requirements for an interactive product is very important.

Data requirements

Data requirements capture the type, volatility, size/amount, persistence, accuracy and
value of the amounts of the required data.

Environment requirements

Environment requirements or context of use refer to the circumstances in which the
interactive product will be expected to operate.

User requirements

User requirements capture the characteristics of the intended user group. The abilities
and skills of users are an important aspect of user requirements. A user can be a novice,
an advanced beginner, a competent performer or an expert performer.

Usability requirements

Usability requirements capture the usability goals and associate measures for a particular
product. A variety of usability goals exist such as effectiveness, efficiency, safety, utility,
learnability and memorability. Usability requirements are related to other kinds of
requirements they must establish, such as the kinds of users expected to interact with the
product.

As mentioned above the different kinds of requirements can be exposed by a variety of
techniques. These techniques are presented in the next subsection.

1.2. Data Gathering

The purpose of data gathering is to collect sufficient, relevant and appropriate data so that a
set of stable requirements can be produced. Even if a set of initial requirements exists, data
gathering is required to expand, clarify and confirm those initial requirements. Data gathering
needs to cover a wide spectrum of issues because the different kinds of requirements are
quite varied. It is important to find out the tasks that users currently perform and their
associated goals, the context in which the tasks are performed and the relationships between
several task aspects.

There are essentially a small number of basic technologies for data gathering. Commonly
they are flexible and can be combined and extended in many ways. These techniques
concern: [ISO16982]

Observation of users

This method consists of the precise and systematic collection of information about the
behaviour and the performance of users, in the context of specific tasks during the user’'s
activity, which may be carried out either in real-life situations or laboratories.

Questionnaires

Questionnaires are an indirect evaluation method, which gathers user’s opinions in
predefined questionnaires.
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Performance related measurements

Performance-related measurements, also called task-related measurements, use
gquantifiable performance measurements related to effectiveness and efficiency in order
to understand the impacts of certain issues.

Interviews

Interviews are similar to questionnaires but with a greater flexibility since there is face-to-
face interaction with the interviewee. There are many different forms of interviews, from
highly structured to very open-ended. Interviewing a user on an individual basis requires
much more time than administering a questionnaire.

Interviews have the advantage of being more flexible since the interviewer can explain
difficult questions more deeply or reformulate a question if it is unclear for the user.
Interviewers can also follow up the answers that require further elaboration or that lead to
new insights that have not been anticipated in the design of the interview.

Focus groups

Focus groups are a structured form of interviews and do, as is discernable from its name,
involve people as a group. Therefore it can be described as a focused group interview. A
definition of focus groups is “a research technique that collects data through group
interaction on a topic determined by the researcher [M096]. Hence, it is a method aimed
at data collection for a research purpose. Data is collected through group interaction, thus
part of the method is an explicit use of group interaction. Participants are encouraged to
speak freely with each other, ask each other questions, exchange anecdotes, and to
comment each other [Ki95]. Even if focus is on interactive discussions, the researcher
has chosen the topic, and a certain outcome is expected. The researcher has an implicit
question or idea, which she wants to explore.

The advantage with focus groups is that it provides an insight into people’s ideas,
attitudes and values. People are chosen based on criteria in line with the theme or
subject to be discussed. To initiate discussion of the subject, some kind of stimuli
material is provided to the participants.

It should be noted that focus group sessions need to be structured carefully and the
participants need to be chosen carefully. It is easy for one or a few people to dominate
discussions, especially if they have control, higher status or influence over the other
participants

Thinking aloud

Thinking aloud involves users to verbalise their ideas, beliefs, explanations, doubts,
discoveries during their use of the system under test.

Collaborative design and evaluation

Collaborative methods involve different types of participants (users, product developers
and human-factors specialists, etc.) to collaborate in the evaluation or design of the
system.

Creativity methods

The aim of creativity methods is the elicitation of new products and system features,
usually extracted from group interactions. They are used in many fields to generate a list
of ideas to create new products and/or solve a problem by changing perspectives and
considering alternative options.

Document-based methods

In the document-based methods (also called document-based analysis), the expert uses
existing checklists or other documents in addition to his own judgement. The expert has
to have enough experiences to be in a position to use these documents in a way that is
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appropriate to the context of use and to carry out the design or evaluation in an efficient
way. These documents are available from different sources (e.g. scientific literature,
standards, style guides).

Model-based approaches

Model-based approaches use models, which are abstract representations of the
evaluated product to allow the prediction of the user’s performance.

Expert evaluation

Expert evaluation is based on the background and knowledge of the expert. In this kind of
evaluation, the expert identifies the most frequently observed problems by referencing to
an optimum mental man-machine interface model.

Expert evaluation can lead to rapid identification of potential problems and may also be
used to eliminate the causes of the problems.

These expert evaluation methods provide means to identify known types of usability
problems and can be applied early in the life cycle. However, they are limited by the skill
of usability specialists and cannot be used to identify unpredictable problems which only
arise with real users.

There can be large differences between experts when diagnosing usability problems.
These differences can be reduced by the use of appropriate document-based methods
and by having more than one evaluator.

Automated evaluation

Automated evaluation uses algorithms focused on usability criteria or uses ergonomic
knowledge-based systems, which diagnose the deficiencies compared to predefined
rules.

Some of these techniques, such as interviews, require an active user’s participation, while
others, such as document-based methods, require no user involvement.

The standard [ISO16982] provides a table with the data gathering techniques presented
above but related to primary life-cycle processes and recommended techniques in regard to
each life-cycle process (see Table 1). The life-cycle process is divided into:

Acquisition;
Development, and

Maintenance.
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Table 1: Techniques related to Primary Life-Cycle P
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Legend:

(++) recommended; (+) appropriate; (0) neutral; (-) not recommended

The development process is divided again into three phases: [ISO16982]

Requirements analysis

During the requirement analysis, both at the high level and at the software level, “human-
factors”, “environmental conditions under which the software item is to perform” and
“man-machine specifications” need to be taken into account.

Architectural design

During the design phases usability methods shall be implemented to confirm, modify or

refine the previous findings.

Qualification testing

Qualification testing is the activity where usability methods are applied in order to test the
match with the requirements. Usability methods shall be used to certify the delivered
products according to ergonomics issues.

After using the data gathering techniques the achieved information must be structured and
interpreted. This activity is called data interpretation and explained in the next subsection.
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1.3. Data Interpretation

The aim of the data interpretation is to achieve structure and record descriptions of
requirements. Different techniques and notations exist for investigating the various system
aspects. Functional requirements are analysed and documented by using data-flow
diagrams, state charts or workflow charts. In contrast, data requirements can be expressed
using entity-relationship diagrams.

Based on the previous gathered, structured and interpreted information, task description
represents a suitable activity to describe envisioned tasks of the new system as described in
the following subsection.

1.4. Task Description

Task descriptions are used during the development, from early requirements activities
through prototyping, evaluation and testing. There are different kinds of task descriptions
such as:

Scenarios

A scenario is an informal narrative description. It describes human activities or tasks in a
story that allows exploration and discussion of contexts, needs and requirements [Ca00].

Use cases

Use cases also focus on user goals, but the emphasis here is on a user-system
interaction rather than the users task itself. Although their focus is specifically on the
interaction between the user and the software system, the stress is still mostly on the
user’s perspective, not the systems [Ja92].

Essential use cases

Essential use cases are developed to combat the limitations of both scenarios and use
cases. They represent abstractions from scenarios i.e. they represent a more general
case than scenario embodies and try to avoid the assumption of a traditional use case
[C099].

Each of these may be used to describe either existing tasks or envisioned tasks with a new
system. They are not mutually exclusive and are often used in combination to capture
different perspectives or to document different stages during the development lifecycle.

It is obvious that the activities data gathering, data interpretation and task description belong
together, and that the application of these activities in this order results in significant user
requirements. A completely different approach to build requirements is the task analysis
presented in the following.
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1.5. Task Analysis

Task analysis is used mainly to investigate an existing situation. It is used to analyse the
underlying rationale and purpose of what people are doing:

What are they trying to achieve?
Why are they trying to achieve it?

How are they going about it?

The information gathered from task analysis establishes a foundation of existing practices on
which to build new requirements or to design new tasks. This seems to be appropriate for
smaller projects but fails to be successfully performed for more complicated circumstances.
This is because task analysis as a method requires a detailed analysis of the real world
scenario, which gets rather complicated when the number of aspects exceeds a certain limit.

1.6. Summary

This section provided a detailed look at how to identify user needs and set user
requirements. Various data gathering techniques can be used to collect data for
interpretation and analysis. Each of these techniques has advantages and disadvantages
that must be balanced against certain constraints when choosing which techniques to use for
a particular project. They can also be combined in many different ways and can be supported
by scenarios and prototypes. Scenarios, use cases, and essential use cases are helpful
techniques to document the findings from the data gathering sessions. Task analysis is an
additional requirements activity to build new requirements or design new tasks based on an
existing situation. In contrast to the other activities, task analysis is more structured activity
that for large activities not scales well.
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2. PROTAGE Data Gathering Techniques

As mentioned previously in Chapter 1.2 the purpose of data gathering is to collect sufficient,
relevant and appropriate data so that a set of stable requirements can be produced. The
PROTAGE project is still in the early phase of the development process (requirement
analysis). According to Table 1 a variety of data gathering methods are recommended and
can act as an appropriate source for this project phase.

The following data gathering methods for PROTAGE have been selected:

Document-based methods (+, appropriate for the PROTAGE phase of the development
process)
Following [ISO16982], the advantages of this method are:

Expertise enhances results;

Enhanced communication among the users, developers, usability experts and
improves consistency, and

Based on the state-of-the-art knowledge.

Focus Groups (++, recommended for the PROTAGE phase of the development process)

Following [ISO16982], the advantages of this method are:
Provides insight into people’s ideas, attitudes and values;
Highlights areas of consensus and conflict, and
Encourages contact between developers and users.

Expert evaluation (+, appropriate for the PROTAGE phase of the development process)

Following [ISO16982], the advantages of this method are:
Quick to conduct;
Well adapted to the early stage of a project, and

Can identify specific problems and recommend solutions.

In the forthcoming sections the outcomes of the selected PROTAGE data gathering
techniques are presented.
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2.1. Document-based Methods

The document-based method is aimed at identifying and understanding problems using
existing documents related to similar projects in the field of digital preservation.

In the following, two different kinds of document-based methods are presented. The state-of-
the-art literature review is rather scientific-oriented and aims at identifying global
approaches. In contrast to this scientific approach, the project analyses in general are more
practical and objective-oriented to put something into real practice.

2.1.1. Scientific-oriented Method: State-of-the-Art Review

Agent technology has not been applied in the digital preservation domain previously. In order
to establish the current state of play in both fields, an extensive desk research exercise was
carried out to identify the best practice that should be used when developing software agents
for digital preservation processes. The PROTAGE state-of-the-art analysis focuses
specifically on two areas: agent technologies and long-term digital preservation techniques.
Part one starts with state of the art in long-term digital preservation and agent technology. It
then continues to explore the combination possibilities from four perspectives: the digital
object, the preservation workflow, the systems and environments and the organisational
perspectives. Finally, conclusions are drawn.

State-of-the-Art in Agent Technology

Agents and multi-agent systems (MASs) have become one of the most active and lively
research areas in computer science worldwide. This review focuses on the progress of agent
technology, emergent technologies demand and recent developments in agent oriented
research.

A software agent is a piece of software that acts for a user or other program in a relationship
of agency. This implies the authority to decide which (and if) action is appropriate. The idea
is that agents are not strictly invoked for a task, but activate themselves. An autonomous
agent is capable of learning and modifying the way in which it achieves objectives. Multi-
agent systems consist of distributed agents that do not have the capabilities to achieve an
objective alone and thus must communicate. The aim in the PROTAGE project is to define
and develop a multi-agent system or Agent Ecosystem for long-term digital preservation.

Times have changed, emergent technologies such as the Internet demand personal,
continuously running autonomous systems [Or05]. So the new generation of systems must
be able to behave in an autonomous, flexible manner in unpredictable, dynamic, typically
social domains. It is precisely their autonomy that defines agents. An Agent is a tool to
achieve autonomy to interact in a real world ([W099], [Je98], [He00]). Agents must decide by
themselves whether to execute their methods according to their goals (agents must be pro-
active), preferences, and beliefs. Also, agents must be flexible. Agents therefore have to
learn from and adapt to their environment. This task is even more complex when certain
dynamic environmental conditions are not the only source of uncertainty, and the agent is
situated in an environment that contains other agents with potentially different capabilities,
goals, and beliefs [We97].

Developing agent teams has been a topic of intensive research in the agent community
([Do07], [Ke03], [Je98]). In e-Commerce scenarios they have a role to play as middleware,
putting users in contact with the goods and services that best suit their needs. Today, agents
are being extensively used to implement electronic markets and electronic auctions.

Multi-agent systems offer strong models for representing complex and dynamic real-world
environments. For example, simulation of economies, societies and biological environments
are typical application areas ([Lu04], [IS02], [En04], [LiO5], [Ra03], [Ne03], [No03], [Lo07]).
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Increasingly, for example, agent-based simulation is being applied to logistics and other
application domains, achieving clear and distinct results, with suppliers creating a space for
themselves in this market niche.

However, many technologies still need to mature. Intelligent and cognitive agents, with
sophisticated architectures are situated in the trough of disillusionment, as are norm-based
systems and electronic institutions, not yet finding roles in most mainstream business
applications. Specific technical challenges continue to change, as the field of agent-based
computing advances and matures, in related areas such as ([Lu05], [We03]): trust and
reputation, virtual organisations, resource allocation and coordination, negotiation, and
emergence in large-scale agent systems.

In the context of digital preservation, autonomous agents forming an agent ecosystem are
expected to be suitable for interaction among users/organisations and their digital
preservation habitat. Processes such as ingest, transfer and monitoring can be carried out
much more effectively and with a substantially higher degree of automation. The agent
ecosystem concept includes interoperability and coordination among agents with an
incremental learning process. Included in the agent ecosystem will be autonomous agents
such as content production agent, ingest agent, transfer agent and monitoring agent
providing services to users both reactively and pro-actively.

Decision Modelling and Processing

One issue in agent technology concerns to which degree the agents should be able to make
decisions and in accordance to which decision techniques. Numerous decision modelling
techniques have been reported and applied to a range of engineering, computing, and
communication related areas to solve relevant problems. All the techniques can be
summarised and classified into the following approaches, which include: (i) decision tree
classification decision modelling; (ii) neuro-fuzzy network algorithm with multiple decision
rules ; (iii) data mining based approach; (iv) rule-based approach; and (v) statistics based
approaches, such as Bayesian network based context modelling, and Markov modelling etc.

All approaches have their own advantages and disadvantages, which can be assessed in
terms of the factors: threshold determination, rule design, machine learning, statistics
estimation, and context modelling.

For PROTAGE, the starting point could be the rule based approach, which is simple, and in
which rules can be easily linked to current procedures and policies in digital object
preservation. As a result, the technology developed can be easily benchmarked and the
performance can be evaluated to provide indications for further improvement based on other
approaches. An additional advantage lays in the fact the research and development in this
area could make progress and each stage of progress can be benchmarked to ensure its
success before any more concept and technique can be introduced.

Long-Term Digital Preservation and Agent Technology

The expose of long-term digital preservation and agent technology issues needs to typically
be focused on examining the state-of-the-art situation in the addressed domains. Related
problems and certain unsolved issues that might be solved by combining agent technology
with digital preservation shall be discussed from four different perspectives which will be
described further below. The following chapter thus presents a rather “theoretical” direction
about the feasibility of agent technology within long-term digital preservation.

Firstly, a clarification on the concepts model and method is needed. A model is depicted as a
small copy of something or as an overview of development work. A method is a more
concrete description of a way to solve a problem [An94]. However, the borders between an
overview of development work and a description of a way to solve a problem are blurred. The
concepts of a model and a method are therefore used as synonyms.
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Approaching long-term digital preservation issues at least four perspectives can be
distinguished; the digital object, the archival workflow, the systems/environment and the
organisational perspectives.

The first, digital object perspective , concerns, for example, bit stream preservation.
Amongst some activities open for improvement, we can see:

Checking checksums and creating metadata;
Federated/distributed storage;
Scalability of storage, and
Web preservation and storage.
In the topic of logical level preservation, we see the following activities:
Preservation planning (although it is well covered, some improvements are needed);
Significant properties linked with preservation decisions;
Defining acceptable loss of information;
Technology watch and reporting;
File format watch and warning based on the technical registry PRONOM,;
Selecting the best preservation strategy;
Defining migration paths, and
Collect lists of “safe” archival file formats.
In the topic of conceptual level preservation, we can mention as open for improvement:

What the significant properties are and how you find them (e.g., ask the user, guess
from the environment);

Deciding what significant is (e.g., file format, resolution, integrity of the digital
signature), and

How long something can or should be kept.

Some possible collection level issues are, in our view:
Linking significant properties to formal models for selection and appraisal;
Persistent identifiers within collection and repository;
Finding duplicates and versions in collections;
Interoperability between different collections;
Metadata crosswalks;

Description standards;

Improving description;

Search and retrieval;

Completeness of collection (based on metadata), and

Preservation of collections of different digital object types (e.g., text, video,
multimedia).

There are some issues of digital preservation connected to the archival workflow . In this
workflow the Open Archival Information Systems (OAIS) Reference Model (ISO 14721) is
used as a guideline supporting preservation issues and/or as a template for implementing
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archival systems. In the pre-ingest stage we need to address what to select, and what needs
to be transferred to an archive for, e.g., legal reasons, or because of its state.

Also, defining the appropriate SIP for a digital object type (as the archive does not know what
| have and what | can give to it) means approaching technical difficulties with preparing the
SIP that meets all the addressed criteria (e.g., conversion of file formats, extraction of
metadata, organising the files into a structure, adding checksums) and working with the
metadata (e.g., creation, extraction, standardisation, negotiating the transfer schedule and
the details).

The ingest activity presents issues to users in terms of the need for finding ways for:
* Verifying the submission (get feedback in case the transfer is completed);

* Checking the quality of the SIP;

* Automating these processes and procedures;

* Requesting an extension to the storage system;

e Extracting metadata from SIP and matching it with the finding aids and metadata
management;

* Making things self-archiving:

e Converting an SIP into an AIP (Archival Information Package), i.e. the conversion into a
“safe” archival file format in the archive, and

* Converting an SIP into a DIP (Dissemination Information Package), i.e. conversion to a
number of file formats that the users currently like.

One further issue in preservation is connected to storage. Several related aspects need to be
raised in this respect addressing, e.g., aspects of a seamless extension of storage, the
identification of obsolete or erroneous media that need to be replaced, and the fact of sharing
storage in a distributed storage architecture.

One crucial issue in preservation is indeed metadata management. Issues to be addressed
in this respect, among others, are:

* The achievement of quality metadata;

¢ The minimisation of manual work with metadata when new submissions come in;
* The extraction of technical metadata, and

* The management of administrative and process metadata in the archive,

Dealing with fixity metadata raises questions addressing the issues around the what, the
how, and the how much. In particular, it concerns, among others, aspects like making
metadata schema/structure understandable to others (including systems, users, and
archives), and simply translating metadata.

In the preservation planning area, comprehensive answers need to be given to questions
addressing aspects like:

* What to do to plan my preservation;

* What kind of information is needed for this plan;
* What decisions need to be made;

e How to structure my plan;

* How to make sure my plan is safe and good;

* How to compare my plan with similar plans created by other parties, and
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* How to test whether my plan works.

Within the preservation activities, it is needed to answer on questions focussing on the
automation of the preservation actions included in my plan, the way of testing and verifying
the results of my actions (e.g., conversion was successful, all bytes were copied over to a
new media), and -last but not least- on the way of documenting my activities.

Access is an important service to the designated community; however, it implies several
issues addressing facts such as:

* Making the users believe that what | give to them is authentic and reliable;
* The constitution of the DIP — what is the “item” that is delivered to the user;
* The respective restrictions and authentication;

¢ Multilingual metadata and search tools, and

* The creation of DIPs either “on the fly” or by keeping them in storage in parallel with SIPs
and AlPs.

There are also some questions in digital preservation from the system or environment
perspective . For instance we need to address the way of extracting the objects from a
system and keeping the integrity between the object and its metadata intact and meaningful.
Could the objects be “archived” while still in the live, active system where they live? In case |
extract the objects, | need to make sure | know about their originating system, and | know
how to express it as metadata?

Furthermore, digital preservation issues also are found from the organisational
perspective . Several different aspects might need to be addressed in this respect. Is it
possible -and does it make sense- for me to do everything myself, or can | share some of the
workload and responsibility, or can | even buy services for some of the tasks? In case | share
the workload, | need to identify reliable partners, the way of sharing, to what extend | can
share the work, and how to do it best. In case | decide to buy services, | shall know the
trustworthiness of those services. | shall have the right skills for doing everything that is
necessary from my side, and | have to know about policies that | need to have in place.

Several domains, areas, and procedures could support, and benefit from, the PROTAGE
project. The majority of the references and literature shows that the OAIS Reference Model
is frequently used as a “template” for the design of archival information systems and digital
repositories. The analysis must be done in accordance with

a) The objectives of the project;
b) In terms of the OAIS Reference Model, and
¢) The potential of agent technology.

The analysis will thus follow the strategies and perspectives presented above and also in
Chapter 1 of this report. There are, however, certain areas of improvement that do not
directly fit the solutions based on agent technology. This implies a number of questions and
issues raised above might not sufficiently “be answered” within the agent technology
approach. Those questions which are possible to find “answers” for within the area of agent
technology approach will be answered explicitly or implicitly below.

Digital Preservation Issues from the Digital Object Perspective

The Data Curation Continuum Approach  [Tr07] is based on a multiple-axis analysis of the
various characteristics of information in organisations. The analysis serves as a way of
defining two different types of repositories: collaboration repository and publication or
preservation repository. The model includes a process to migrate object from the
Collaboration to the Publication domains.
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This model can be applied within the ontology of agents in order to set up the frames of
automated data management. Each continuum might constitute an “area of identifying
significant properties derived from the environment to a specialised agent. One issue to carry
out was file format watch and warning based on the technical registry PRONOM. As
monitoring is one of the issues for PROTAGE, a monitoring agent could perform this activity.

Digital Preservation Issues from the Archival Workf low Perspective

The OAIS Reference Model can be used as a planning tool to facilitate long-term digital
preservation. It can preferably be used as a checklist during an archival repository
development project. Following the OAIS Functional Model will ensure that all major
functions essential for successful repository architecture are included. The major functions or
high level activities are: Ingest, Preservation Planning, Data Management, Archival Storage,
Administration and Access. Information is delivered to an archive in the form of an SIP. While
the information is being managed in the archive it is packaged in an AIP (archival information
package) and when accessed it is packaged in a DIP (dissemination information
package).The OAIS Information Model supports ensuring that essential metadata and
representation information is collected, created and assigned appropriately.

There are six high level activities of a digital archive according to OAIS. However, before
submitting digital material to the archive some preparations need to be done to the material,
a pre-ingest activity. In this, pre-ingest stage we can ask: What to select? What needs to be
transferred to an archive (for legal reasons, because of its state)? These are elections or
“decisions” that can be made by agents.

The CASPAR project conceptual model produces key infrastructure components based on
the OAIS Model to support the preservation of digitally encoded information and validate this
infrastructure ([Ca07], [Gi07]). The project has introduced key infrastructure components,
which comprise representation information concepts, associated components and other
metadata, and information flow architecture, which picks out the main components following
the lifecycle of a piece of digitally encoded information.

The Disaggregated Service Model allocates core components of the OAIS to different
institutions. The SHERPA DP project in the UK ([Kn05], [Kn07]) investigated how the OAIS
Reference Model may be applied to multi-institutional configurations. A disaggregated
service model that allocated core components of the OAIS Model to different institutions was
developed. This would enable digital repositories to benefit from the provision of services that
could not have been performed in isolation or which did not fit in their core funding.

The methods of OAIS implementation vary significantly, according to organisational
structure, funding, level, availability of staff, software infrastructure and subject domain. The
disaggregated services model represents a method of implementing preservation functions
within smaller institutional repositories, where functionality is divided between a content
provider and a service provider. Two methods might be used in this context:

Defining the relationship between the two institutions as a single OAIS repository, and

Defining the relationship as two incomplete OAIS repositories that operate a closely
linked workflow.

The two methods are understood as different high-level functions or sub-tasks of the OAIS
Model that can be implemented within different organisations. Agents can be seen as either
the services itself (content provider) or mediators (through collaboration, co-operation and
negotiation) of the services (service provider). Some issues that can be addressed within this
perspective can be; How to make metadata schema/structure understandable to others
(systems, users, archives), how to translate metadata. These questions can be addressed by
the social ability of agents. Also, defining the appropriate SIP for a digital object type or
approaching technical difficulties with preparing the SIP (e.g., conversion of file formats,
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extraction of metadata, organising the files into a structure, adding checksums), can be
prepared by a “Content Provider” agent.

Ingest

The Interoperability Model developed in Japan [Ta05] shows a feasible solution or
application of collaborative agents in two (or several) different archives. The aim of the
project was to overcome the collaboration problems concerning archives using different
archiving software and metadata schema. The model is a simple and open framework based
on enclosing an AIP in a bag and storing the bag packaged in another AIP at a different
archive. In order to enhance reliability of preservation a network of collaborating archival
systems that mutually deposit copies of their valuable resources. The model was developed
in conformance with the LOCKSS approach (and the OAIS Reference Model).

Enclosing an AIP (archival information package) in a bag and store it packaged in another
AIP at a different archive, might a) create a stronger and more stringent (agent) ontology,
and b) show how collaborative agent may act in heterogeneous environments.

The PAWN system [SmO04] developed at the University of Maryland intends to enable
secure and distributed ingestion of digital object and associated preservation metadata into a
persistent archive using open standards and web technologies. It can be viewed as an
implementation of the OAIS ingest process.

The PAWN ingest flow consists of two phases; 1) the staging and assembly of data and
related information to create the necessary pieces of an SIP, and 2) verification of metadata,
bit streams and preservation information at the archive.

The national archives in the UK is developing a range of practical solutions to active
preservation [BrO7], which embraces long-term digital preservation issues, using an
extensible service-oriented architecture and a central technical registry (PRONOM). The
active preservation framework proposed comprises three main functions operating in a cycle
supported by the central technical registry; characterisation, preservation planning and
preservation action.

The characterisation function of the active preservation framework is an essential precursor
to preservation, which measures significant properties of digital objects to the long-term
preservation. It provides the information required to make preservation planning decisions
about digital objects and to validate the results of preservation actions.

Of course, several questions that can be answered or addressed by agent technology can be
within ingest supported by any of the models presented above. There is always necessary to
verify a submission, if the transfer has been performed completely. Agent technology can be
used for checking the quality of the SIP and automation of this activity.

Summarising the facts can be stated that the ingest flow model shows ingest can be
performed from one archive (the producer) to a persistent archive. This ingest flow is divided
in two phases a) assembly of data and b) verification. The whole workflow, however, is
comprised in five steps as explained before. It can be said that wherever there are (at least)
two different environments (for instance producer and the archive), there a potential of using
agent technology to transfer, monitor or negotiate between environments. In this specific
case, agents can be used to assemble data packages and new agent can be used to the
quality verification of the assembled data.

Preservation Planning
As explained in Section 2.1.1, the preservation planning area raises a series of important

gquestions addressing preservation planning, information needed for the plan, and related
decisions.
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From the Active Preservation Framework [Br07], three potential agents can be depicted
expressed as functions:

Characterisation is the measurement of significant properties of digital objects;
Preservation planning is the decision-making core of the active preservation system, and

Preservation action supports the results of preservation planning, transforming the
objects to ensure their continued accessibility.

Data Management

The Data Curation Continuum Approach  [TrO7] shows a concrete and descriptive model
how to divide two different continua. This model can be applied within the ontology of agents
in order to set up the frames of automated data management. Each continuum might
constitute an “area of data management” to a specialised agent.

This might address questions such as the quality (or consistency) of metadata, minimising or
completely eradicating the manual work with metadata and with fixity of metadata — what,
how, how much. These can be outlined by the continua.

Archival Storage

The OAIS Reference Model has been used in the “Deposit for Dutch Electronic Publications
Project” in the Netherlands initiated by the National Library of the Netherlands and IBM. The
purpose of the project was to investigate the functionality essential for long-term
preservation. The objective was to construct a controlled arching environment for storing and
maintaining digital objects and electronic publications in their original structure for hundreds
of years [Di02]. The idea of the Digital Information Archiving System (DIAS) makes it
easier to concentrate the efforts of preservation on just, preservation. It means that there are
many activities, carried out by humans, which can be automated. For instance, a proactive
agent might schedule the order of refreshing media finding obsolete or erroneous media that
need to be replaced and sharing storage in distributed storage architecture, but also
extending storage seamlessly. This schedule might be put from queries to the administration
whenever new deliveries have arrived to the archive.

Administration

In this area, the Data Curation Continuum Approach [Tr07] can also be used. Since the
ontology of agents might be based on how to divide different continua, this can also be
applied to set up the frames of automated administration or monitoring. Each continuum
might constitute an “area of monitoring” to a specialised agent.

Access

None of the studied models shows extensively potential in relation to access. However,
agents (or similar mechanisms as in ingest) can be used to generate DIPs and to make
multilingual searches.

Digital Preservation Issues from the Systems / Envi  ronments’
Perspective

From the environment's perspective, several issues could be addressed by agent
technology. For instance how to extract the objects from a system and keeping the integrity
between the object and its metadata intact and meaningful. Considering that the Data
Curation Continuum Model [Tr07] can divide or address different dimensions of information
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(including metadata), the continua can be used to identify the object (and its metadata) to be
extracted from the environment. This process can be carried out as a part of the ontology of
agents and/or as a part of the autonomous processes (automation) that are characteristics of
agents. While the objects are in the active system where they reside, the aspect of how they
can they be archived needs to be addressed. This means also raising questions like “What
do | need to know about their originating system and how do | express it as metadata”.

Digital Preservation Issues from the Organisational Perspective

Information technology and organisational development are mutually affecting and changing
each other. Therefore it is important to consider the effects on the entire organisation when
implementing (or redesigning) technology. When planning for a deliberate technological and
organisational change, one also needs to consider that even emergent changes will occur
and therefore these must be considered, in line with the situated change perspective [Or96].

Even though designing organisations according to certain structures and processes, social
practices are bound to happen within these structures. Hence, changes will take place in
both structures and processes over time. People are creative and find their own ways of
using technology, thereby changing original intentions and also technological and
organisational design. This implies that when designing e.g. agent technology for archival
information systems, these phenomena must also be considered, even if it is rather
impossible to predict in what ways the users will redesign a system. Nevertheless, this is of
even bigger significance when it comes to long-term digital preservation — the preserved
information must be kept accessible over the years and centuries to come. This could mean
that such changes can be either devastating or make astonishing improvements, and must
therefore be analysed.

Change agents should prepare in advance, and clearly state visions, have a roadmap for
implementation and make sure there are enough resources for managing reactions [Wao0?5].
This is only one model; there are others that can be used as guidelines (see e.g. [Bo04].
Even more is found in the theories of participatory design ([Br034], [EIO6], [Ka01], [Lo0O4],
[Ru07]). Additionally, there is also much to be found from theories around the Viable
Systems Model (VSM) when designing (or changing) an organisation. However, the most
important task for a change agent is to motivate the users to “get on the train”.

It is many times organisational, not technological, problems that arise when implementations
of technologies are made. This implies that we must organise the work with long-term digital
preservation (and agent technology) in a sustainable (and viable) way. For this we need an
appropriate structure for how to get things done. VSM is a generic model, possible for every
organisation to use either as a diagnostic device or as foundation for how to organise. The
model deals with several of the phenomena to be explored as part of the PROTAGE project.

VSM provides a method to develop or diagnose an effective organisation that has a rather
flat hierarchy with links that is necessary for connecting different objects or subsystems
[Es89]. The model shown in Figure 1 explains in detail that every system consists of five
subsystems and if the system-in-focus is to be viable then all its subsystems must function
as well. Through the systems Five (decisions to maintain identity, the policy function), Four
(development, research and marketing, the intelligence function), Three (operations planning
and control, the control and monitoring function) and One (5-4-3-2 repeats to process level,
the implementation function) runs a central command axis. Information flows through this
axis - such as reports upwards and instructions downwards [Be81]. Systems Three, Four and
Five make up the meta-system that leads the system in focus and have different tasks in this
mission. System Two has the function of coordination, it coordinates the operational System
One.
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Fig 1: Factors influencing the System Design

It must be remembered that even if VSM is used, and a way of organising is established in
which technology and humans are assigned certain actions, functions and processes — it is
humans that act unstructured, irrational and illogical, not technology.

How an organisation is organised can either support or become an obstacle for how to get
the work done. People need a structure of organising to which they can relate. VSM might be
used as the organising framework and structure for digital curation organisations, as well as
any organisation that must ascertain that long-term digital preservation is accomplished.

Summary

The problems of exponentially growing digital information, the diversity in size and complexity
of creators of digital resources and the labour intensity of preservation and curation
processes are being addressed in various ways in recent and ongoing projects. However,
many problems still remain to be solved, such as practical solutions for automation of labour
intensive processes in the creation of preservation-friendly content production, transfer,
ingest, archival monitoring and user access.

Agent technology has not been utilised for addressing these issues before. The state-of-the-
art analysis reveal several areas where agent ecosystems can contribute to reduced costs, a
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higher degree of interoperability and coordination, and increased capacity of memory
institutions to preserve digital information. Such areas are submission and ingest of digital
material, monitoring preservation and transfer between repositories. The agent technology
solutions have to be highly scalable and adaptable to various types of digital objects, as well
as economically sound and easy to use and apply.

The models and methods identified as suitable for implementation with agent technology
from the four perspectives covered are: the OAIS Reference Model, the CASPAR conceptual
model, the SHERPA Disaggregated Service Model, the Interoperability Model, the PAWN
ingest flow, the UK National Archive’'s Active Preservation Framework, the Monash Data
Curation Continuum Approach, the Rule-based Approach to decision making and the Viable
Systems Model.

The descriptions of the models reveal that they proposed solutions for two different
environments, the producer and the archive. Consequently, the models can be implemented
in terms of resource allocation, collaborative and/or negotiating agents. This observation also
serves as a proof that very much effort has been put into the ingest phase of preservation.
Furthermore, this highlights that the ingest phase is (or must be) preceded by a pre-ingest
phase. An extra high-level function need to be added to the OAIS Reference Model, pre-
ingest, or at least the specification of the model need to explicitly point out the necessity of a
pre-ingest activity.

The PROTAGE approach will thus address issues in pre-ingest and transfer as well as
ingest.
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2.1.2. Practical-Oriented Method: Analysis of Peer  Projects
Projects

DIAS / kopal (koLibRi)

(http://www-05.ibm.com/nl/dias/)

DIAS provides a flexible and scalable open deposit library solution for storing and retrieving
massive amounts of electronic documents and multimedia files.

The DIAS-Core was developed by Germany National Archive, the state and University library
Gottingen in Germany, Gesellschaft fur wissenschaftliche Datenverarbeitung mbH Géttingen
(GWDG) and IBM. Some of its goals are the goals of PROTAGE, as well. The following list
shows some aspects of DIAS:

OAIS Compliant open archiving solution;

URN (Uniform Resource Name: RFC 2141) indexed digital archive;

Multi-organisation support, allowing different organisations to share a common system;
Support for arbitrary metadata models;

Support for migration of assets;

Browser based retrieval and access for supported file types;

Standard and custom reports in a web based reporting environment;

Supports many storage media and devices;

Prepared and focused for Long Term Preservation (LTP), e.g. Preservation Layer Model
(PLM) and Universal Virtual Computer (UVC) concepts;

Physical preservation;

Load balancing on retrievals;

Distributed AlP-object storage;

Can integrate with standard security concepts based on LDAP standard;
Backup and restore;

Authenticity of data;

Performance for hundreds of thousands of electronic documents;
Scalable up to hundred terabytes;

Access rights (e.g. only access from reading room in library);

Storage of information for the next 100 years;

Ease of use;

Various content formats, from print-based documents to digitised images;
Reliability and robustness;

Open, scalable, flexible solution built on open industry standards like J2EE and XML;

Identification of digital objects, which are in danger of becoming inaccessible due to
technology changes;
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Implementing the activities associated with technical preservation, i.e. implementing
migration and emulation strategies;

Validation (certification) of software and hardware environments required to render the
digital object, and

Separation of content information and metadata.

SHAMAN

(http://www.shaman-ip.eu)

The aim of SHAMAN is to develop the framework for the next generation of long term digital
preservation systems and tools. SHAMAN itself defines it as lasting for more than one
century. The project goals, according to the SHAMAN website [SHO8], are the following:

OASIS compliance;

Authenticity and integrity over time;

GRID computing / distributed systems;

Virtualisation;

Contextual and multivalent archival,

Semantic constraint-based collection management, and

Secure interoperability with future environments and maintain essential properties of
preserved documents.

IMPACT

(http://www.impact-project.eu)

IMPACT deals with “large scale digitisation [projects] transforming Europe’s printed heritage
into digitally available resources”. It significantly improves the access to historical text by:

Innovating OCR technology

0 By exploring the challenges using different approaches, rather than from just one
side, and

0 By developing cutting edge approaches such as collaborative correction.

Providing innovative language technologies to remove the historical language barrier;

Removing constraints to mass digitisation by providing Best Practice guidance about the
operational context for digitisation;

Ensuring the inter-operability of the results by defining an overall technical architecture
and monitoring technical integration across all parts of the project;

Delivering a coherent programme of dissemination, training and demonstration aimed at
capacity-building in and beyond participating institutions, and

Addressing the needs of end-users and holders of collections of material in languages
other than English.
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LIWA

(http://www.liwa-project.eu)

LIWA means “Living Web Archives” and deals with converting web content to achieve:
Long term interpretability as archives evolve;
Improved archive fidelity by filtering out irrelevant noise, and

Considering a wide variety of content.

The main goal of this project is to “develop the next generation of Web content capture,
preservation, analysis, and enrichment services to improve fidelity, coherence, and
interpretability of web archives”.

The focus lies on:
Innovative methods for content capturing;
Filtering out spam and other noise;
Improving temporal archive coherence, and

Dealing with semantic and terminology evolution.

Papyrus

(http://www.ict-papyrus.eu/)

The goal of Papyrus is to develop a cross-disciplinary library engine, which allows exchange
of information between distinct groups of users (called domains).

The objectives of the projects address:

Advance the State of the Art in semantic multimedia analysis by introducing knowledge
assisted methods, which will take advantage of existing metadata and content structure
models for the understanding of the source content;

Propose context sensitive query processing methods for the understanding of the user
demands;

Implement tools for automating the process of knowledge mapping for corresponding
concepts between the source content and the user queries, and

Develop presentation techniques for delivering the results in a manner comprehensive to
the targeted users.

In contrast to the previous explained projects, the following activities DELOS and
BRICKS don't belong to the research topic digital p reservation but concern digital
libraries in general.
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DELOS

(http://www.delos.info)

DELOS integrates European research in the field of digital libraries. This includes research
on library architectures, information access and personalisation, audio-visual and non
traditional objects, user interfaces, knowledge extraction, semantic interoperability,
preservation, and evaluation.

The features of DELOS concern:
Multilingualism;
Multimodality;
Advanced and specialised digital library architectures;
Automatic metadata capturing and extraction from multimedia collections;

Mechanisms for the integration and automation of appraisal and ingestion of digital
material;

Ontologies for both visual and textual concepts;

Personalised, context-aware multilingual and multimodal information retrieval, delivery
and presentation;

User-friendly interfaces;
Annotation services, and

Test beds for comparative systems and system component evaluation.

BRICKS

(http://www.brickscommunity.orq)

BRICKS will establish the organisational and technological foundations of an open,
networked system to integrate distributed collections of multimedia resources in museums,
libraries and archives.

The features of BRICKS concern:

A networked system of services based on open standards that integrates heterogeneous
collections of digital multimedia documents;

Security during transmission of files in other countries;
Cost effectiveness;

Semantic web;

Web services;

DRM systems;

Watermarking;

Trusted online constellations, in which the identity, the liability and the quality of the
involved actors are certified;

The correctness and the legality of the e-content products are guaranteed, and

The validity of licensing procedures, commercial conditions and transactions is ensured.
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CASPAR

(http://www.casparpreservation.eu)

CASPAR sets to build a pioneering preservation environment for digital resources of various
user communities, and to advance the state-of-the-art in digital preservation.

CASPAR intends to:
Implement, extend, and validate the OAIS reference model (ISO 14721:2002);

Enhance the techniques for capturing representation information and other preservation
related information for content objects;

Design virtualisation services supporting long term digital resource preservation, despite
changes in the underlying computing (hardware and software) and storage systems, and
the Designated Communities;

Integrate digital rights management, authentication, and accreditation as standard
features of CASPAR;

Research more sophisticated access to and use of preserved digital resources including
intuitive query and browsing mechanisms;

Develop case studies to validate the CASPAR approach to digital resource preservation
across different user communities and assess the conditions for a successful replication;

Actively contribute to the relevant standardisation activities in areas addressed by
CASPAR, and

Raise awareness about the critical importance of digital preservation among the relevant
user-communities and facilitate the emergence of a more diverse offer of systems and
services for preservation of digital resources.

PLANETS

(http://www.planets-project.eu)

PLANETS will deliver an integrated production environment for the management of digital
information with special focus on the needs organisations have by preservation of social and
cultural memory as a core task.

The primary goal for PLANETS is to build practical services and tools to help ensure long-
term access to our digital cultural and scientific assets.

DPE

(http://www.digitalpreservationeurope.eu)

DPE aims to improve coordination, cooperation and consistency on the currently scattered
activities to secure preservation of digital resources.

DPE's success will help to secure a shared knowledge base of the processes, synergy of
activity, systems and techniques needed for the long-term management of digital material.
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DPE's project partners aim to:
Raise the profile of digital preservation;

Promote the ability of Member States acting together to add value to digital preservation
activities across Europe;

Use cross-sectoral cooperation to avoid redundancy and duplication of effort;

Ensure auditable and certificated standards for digital preservation processes are
selected and introduced;

Facilitate skills development through training packages;
Enable relevant research coordination and exchange;
Develop and promote a research agenda roadmap, and

Help both, citizens and specialist professionals recognise the central role that digital
preservation plays in their lives and work.

Summary

The projects in the framework of cultural heritage concentrate on some special topics in
multidisciplinary research areas with different goals. Nevertheless, the results of these
projects can be related to digital preservation, e.g. IMPACT concentrates on the digitisation
procedure (pre-ingest), while Papyrus analyses methods of data conversion to allow for
efficient data exchange.

Some of the listed project goals can be extracted and taken as PROTAGE needs after being
acknowledged by stakeholders. A proposed excerpt is shown below. Goals, which were very
similar, are only listed once.

OAIS compliance: PROTAGE has not the goal of researching new workflows. Instead,
the OAIS compliance can be supported / assured by the use of agents.

Reports: Agents can scan the repository and automatically generate some reports, e.g.
concerning metadata, classification, etc.

Support of many storage media and devices: This is already covered by the invention of
a standardised interface used by the agents (keywords: SOA, WSDL, XML).

Backup and restore: This can also be done by agents.

Authenticity and integrity of data: This also should be kept in mind. The agents should
automatically sign records when they have been changed.

Performance for hundreds of thousands of electronic documents / Scalable up to hundred
terabytes / distributed system / Reliability and robustness / Separation of content
information and metadata: Agents are a brilliant way to allow for all these goals.
Although, some work must be done on load balancing.

Storage of information for the next 100 years: this is one of the main goals of PROTAGE,
which is assured along the way by fulfilling the other requirements such as backup and
restore.

Ease of use / User-friendly interfaces: This requirement is already a result of the need
finding workshops.
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Various content formats, from print-based documents to digitised images / virtualisation /
ontology’s for both visual and textual concepts: At the moment, it remains to be clarified
how many formats must be supported. Nevertheless, the design of agents allows for
arbitrary file formats. Probably the agents have to run inside a virtual system environment
to emulate old file formats in order to get their content migrated.

Open, scalable, flexible solution built on open industry standards like J2EE and XML:
Even if this is not what agencies or archives should be aware of, it is important to rely on
approved standards, e.g. when designing interfaces for agents.

Identification of digital objects which are in danger of becoming inaccessible due to
technology changes / Validation (certification) of software and hardware environments
required to render the digital object: This can clearly be done by agents.

Filtering out spam and other noise: This procedure will be supported by an agent, which
supports pre-ingest.

Multilingualism / automatic metadata capturing and extraction / mechanisms for the
integration and automation of appraisal and ingestion of digital material / Annotation
services / Security during transmission of files in other countries: These issues have
already been mentioned during the need finding workshops.

The validity of licensing procedures, commercial conditions and transactions is ensured:
This is probably covered by the agents who store information about the agency.
Additionally, required information to ensure the validity can be transmitted to the archive
by agents in a standardised format.

The projects listed above have done a tremendous amount of work in the area of identifying
aspects in the domain of PROTAGE. In general terms, PROTAGE can benefit from the
finding of the projects addressed in the above sections but needs to go far beyond their
solutions in order to meet the expected project outcome.
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2.2. Focus Groups

The focus groups are aimed at identifying and understanding problems and bottlenecks in
the pre-ingest, transfer and ingest phases of the lifecycle of digital records and. If possible it
should identify areas with potential for automation.

The needs and requirements raised by the partners and stakeholders will be used in the
PROTAGE project to create new tools by the support of technology. This means that during
the focus groups one has to imagine tools with capabilities exceeding the normal IT-tools of
today.

The processes and activities being supported will not be limited to the, in some ways, rather
primitive situation today. There is a lot of development going on in the processes concerning
electronic records and digital archives. Therefore, it is required to consider an expected
future situation.

This section is structured as follows. The underlying digital preservation workflows for both
Sweden and Estonia and the questions during the focus groups are described in appendixes.
Statements about the stakeholder presence are presented. In the last subsection the
outcomes of the focus groups are pointed out.

2.2.1. Underlying Workflows

The underlying workflow models which were used as a reference during the focus groups are
described in Appendix A.

2.2.2. Questions during the Focus Groups

The questions are divided into five general topics:
Pre-ingest;
Transfer;
Ingest;
Organisational changes, and

Synergy with existing IT systems.

The list of questions identified is too long to be included here, but the entire list is available in
Appendix B.

2.2.3. Stakeholder Involvement

Prior to the focus groups a review was performed by known professional records managers
and archivists in Estonia and Sweden respectively. The selected candidates should have
skills or interests in the preservation of electronic records. Furthermore, they should be
employed at larger organisations or government agencies. Invitations were sent out to a
selected number of people with the aim of having two thematic focus groups with about 10
attendees each.
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Estonia

In Estonia it was decided to use available contact networks to invite records and archive
management professionals to participate at the focus groups.

To attract participants to the workshop for records managers an invitation letter was sent to a
mailing list where all records managers from Estonian ministries as well as some records
managers from larger state agencies are present. Regarding archival managers all larger
archival institutions in Estonia were contacted.

Due to short notice some recipients showed their interest but were not able to participate. All
together nine records and ten archives managers were present at two different focus groups
meetings.

The attendees at the records managers workshop (2 April 2008) included specialists from
five ministries, one larger state agency, State Chancellery as well as one records manager
representing a software company developing records management systems software. Four
members of the PROTAGE project led the discussion and documented the workshop.

Among the attendees of the archives managers workshop (1 April 2008) were employees of
the Estonian Historical Archives and State Archives, a municipal archives and employees
from the development bureau of the National Archives (the development bureau is
responsible for delivering guidelines for the management and transfer of records to the
archives in Estonia). Six PROTAGE project representatives were attending the workshop to
lead the discussion and document it.

Sweden

In Sweden the records managers represent several major governmental agencies involved in
records management system projects with different kind of archival functions development.
Some of them were well experienced in the development and standardisation of records
management systems.

Using the long-term established links to the different governmental agencies, the record
managers and the archivists were invited to actively participate in the related project
activities, especially in the workshops.

Due to some late cancellations, the focus groups ended up with nine participants, five
records managers and four archivists.

Moreover, due to the relatively short time for notice and the stakeholders agendas it was
decided to have a combined workshop for both records managers and archivists at the
National Archives in Stockholm (1 April 2008). Two of the responding and participating
archivists came from the National Archives working with receiving transfers of electronic
records, having different functions concerning technical and metadata tasks. The other two
archivists came from the local government sector having the experience of working with
transfers of electronic records but not being restricted to the governmental sector regulations
of National Archives.

Four persons from the PROTAGE project documented the results.

2.2.4. Outcomes of the Focus Groups
The intention of our focus groups was to identify needs in connection to the pre-ingest,

transfer and ingest phases of long-term digital preservation. All the focus groups were
recorded, and we also had persons from the PROTAGE team taking notes during the focus
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groups. The focus groups were held in the respective native languages, and are therefore
translated to English afterwards.

In the following, the results from the focus groups are described. This section is divided into
five subsections. Firstly the outcomes of the Estonia focus groups are presented and
thereafter the outcomes of the Sweden focus groups. Finally the result are summarised in a
table with an extra classification.

The detailed outcomes of the focus groups are provided in Appendix C.
General Needs

Records managers need clear requirements from the archival institutions, e.g.
database structure, what metadata is needed, what formats to use, which standards
to use, how to appraise, how to create and transfer a SIP;

Clear definitions on which records are public in IT-systems, especially concerning
email;

To be able to put archival needs in focus it has to be shown how the solutions for
these needs also benefit the agency in its daily work;

A general need of localised standards, today the agencies in some cases have to
follow standards created in other countries, and

Manage both active records and the archive in a shared ERMS.

Records Managers Needs for Automation

Pre-ingest

Manage both the classification scheme and the archives retention schedule by the
same automated tool and the agency’'s ERMS;

When an agency is changing its classification scheme, their information in the web-
based knowledge base can be updated automatically, e.g. triggered by the change in
the classification scheme in the ERMS;

The archives retention schedule can be compiled automatically based on the
classification scheme in the ERMS;

Having a knowledge base with templates of typical documents used in public
administration — these can be used by automated tools for semantic analysis of
information contained in the documents. A language translation service can be used
so the experience from different countries can be shared;

The whole appraisal process. This involves appraisal when new functions and series
are created in the ERMS, notifying the archivist in the agency when a retention period
is expiring for some records and finally compiling the application for destruction of
records and submit it to the NA (National Archives);

Produce the necessary forms, reports and applications for an appraisal decision that
are sent by agencies to the National Archives for approval. A tool could help the
agency archivist to collect all the information about the record series that needs to be
appraised or records that can be destroyed, and place this information in a pre-
defined form for sending to the NA;

Extract metadata and convert files;

Monitoring of accepted file formats and compare it to the file that will be captured into
the ERMS, convert if necessary;
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Prepare and analyse records, including analysis of metadata, duplicates and
classification, and

Records Managers need help to understand the requirements from the archival
institutions to be able to adapt them pro-actively, e.g. what metadata is needed, what
formats to use, which standards to use, how to appraise, how to create and transfer a
SIP.

Transfer

Create metadata by documenting the activities connected to the records and the
archive. This also includes creating customised reports based on this information;

Automatic scheduling to find the optimal moment to transfer records; when the
communication lines and systems at both ends are put at least pressure, and

Checking the file format and if necessary convert to file formats required by the NA.
The same can be applied to storage media although the conversion probably will be
handled manually.

Further Suggestions
Collection and submission of agency data to the archival institutions archives registry;

Analyse the structure of a records folder to detect relationships between records in a
given folder — to help check whether all letters sent out have a response, whether all
cases are closed and where the links from records leads to in other folders/files;

Trace an organisations different IT-systems to get an overview;

Automatically trace and inform about changes in requirements from the archival
institutions, and

When an ERMS consists of both electronic and paper records, the system should
remind the archivist that there is also a paper component available that needs to be
dealt with.

Archivists’ Needs for Automation

Pre-ingest

Collect information from different sources and knowledge bases to help making an
appraisal decision and then automatically delete the records that will not be archived;

Compile an archives retention schedule by looking at the classification scheme and
scan the local area network to find additional documents;

Scan a disk to analyse, organise, describe and produce a report with metadata about
each document it comes across, and make a suggestion for their classification;

Analyse and extract metadata (e.g., name, address, date etc.) from a file using
semantic tools. Use this metadata to arrange the archives, classify the records and
compile the retention schedule;

Compare the files consistency with the requirements from the NA. Convert and test
the target file. Automatically document this process;

Compare the access restrictions in the metadata against current legislation or
requirements of the NA and if necessary suggest amendments to the access rules,
and

Analyse the technical condition of a file to estimate which files need to be converted
to meet the requirements of the NA and the extent of resources that are needed. Test
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and compare the result of the conversions. Produce documentation about the
process.

Transfer

Ingest

Check that the transferred formats, checksums and metadata are correct;
Transfer the SIP, and

Transfer smaller quantities and more frequently when the transfer puts minimum
pressure on the systems at both ends.

Collect information from disparate sources for compiling the description of the agency
(archives’ creator) for the finding aids in the NA,;

Sometimes the NA doesn’t have the technical equipment for reading and analysing
unusual formats and storage media. A shared knowledge base would be interesting
here to find out which institution possesses what equipment and know-how, If the
knowledge base is global a translation service is needed;

Automatic documentation of all activities happening in the pre-ingest, transfer, and
ingest processes would be useful, because these stages involve several different
information systems and it would be difficult to configure them all to produce the
same continuous metadata;

Check the consistency of the files and their metadata, e.g. using semantic tools to
compare metadata with the content of files;

Keep track of access restrictions and use conditions set for records in the agency.
Compare it to current legislation or requirements of the NA. Suggest amendments to
the access rules if necessary;

Check for duplicate files before ingest to avoid archiving the same information twice,
and

Group files that belong together.
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Workshop Result Table

The concrete results that arose from the focus groups are presented in Table 2. First of all
general needs are highlighted, which are the areas of interest where work has to be done but
which possibly cannot be automated by IT tools. After that the needs of records and archival
managers are presented, which could be automated and therefore simplify the processes
using IT tools.

Table 2: Workshop Results
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The needs extracted from the focus groups are classified into user, technical and
organisational factors. The following Figure 2 shows the interdependencies.

Fig 2: Factors influencing the System Design

The project will seek to address these factors through different design parameters in the
system design in order to maximise the desired system outcomes.

2.3. Expert Evaluations

The expert evaluation is aimed at identifying and understanding problems and bottlenecks in
the pre-ingest, transfer and ingest phases of the lifecycle of digital records, and if possible to
identify areas with potential for automation. An expert evaluation is based on the background
and knowledge of an expert.

Expert evaluation can lead to rapid identification of potential problems, and may also be used
to eliminate the origins of the problems.

The following expert evaluation is provided from Swedish and Estonian experts. In Sweden it
was based on experiences of decades of transfers to the National Archives of electronic
records in the form of databases.

2.3.1. Estonia

The most important issue that agencies need to focus on is the creation of quality records,
and their proper capture into the ERMS. This also includes an active management of the
classification scheme and retention schedules to meet the changing needs of the
organisation. To keep this process dynamic and always up-to-date, automated tools would
be very helpful. When compiling classification schemes, agencies can rely extensively on
each other’'s experience, but effective tools for sharing this knowledge do not exist at the
moment.
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The most important issue where automation would bring most benefits is related to appraisal
of records — finding the background information and context necessary for making the
appraisal decisions.

The second most important issue is the technical analysis of document files — finding them,
analysing them, organising them, describing them and extracting metadata from them.

Automatic documentation (creation of process metadata) of all activities happening in the
pre-ingest, transfer and ingest phases would be useful because these stages involve several
different information systems, and it would be difficult to configure them all to produce the
same continuous metadata.

2.3.2. Sweden

Transfer of electronic records from governmental agencies to archival institutions still means
a big effort and is an activity normally seen as extra imposition. This view is supported by the
statement at the workshop that activities concerning preservation of electronic records never
can get enough support at the agencies unless it can be show that these activities also
favour the daily work there. At the same time the records managers have since long
requested tools to be able to do the preservation and transfer of electronic records simpler.
Lack of such tools has been one of the key factors not being able better solve the problem
with transfers of electronic records which received at National Archives often are connected
with many errors. Activities where automation is requested concerns analysing the present
systems, to be able to understand requirements and to be able to created correct transfers,
SIPs.

It is also important to be aware of that many needs concerns issues the not in it self can be
solved by technical tools. Demands of such a type, often expressed by records mangers and
other at the agencies, are the need of distinct and thorough requirements by the archival
authorities, more appropriate standards in the field and the embodying of archival needs in
the system development process.

Also among the archivist of the archival institutions there is a long-time need of tools to
speed up handling of electronic records. This concerns primarily tools to effectively check
and control the transfers of electronic records (SIPs) but also tools and methods to have
appraisal done in efficient and correct way.
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3. Conclusions

This section concludes the outcomes of the PROTAGE data gathering techniques. The
results are divided into the categories “agency”, and “archive”.

The most important issues that agencies need to facilitate their work concern:

Managing the classification scheme and retention schedules to meet the changing needs
of the organisation;

Use of automated tools to share the knowledge in the agencies, when compiling
classification schemes;

Metadata creation and extraction;

Handling transfer from agency to archive;
Appraisal of records;

Automate the creation of SIP-packages, and

Control formats in use, automatically convert files.

The most important issues that archives need to facilitate their work are:

Appraisal of records — finding the background information and context necessary for
making the appraisal decisions;

Routine technical transactions (e.g. technical analysis of document files — finding them,
analysing them, organising them, describing them, and extracting metadata from them);

Automatic documentation (creation of process metadata) of all activities that happen in
the pre-ingest, transfer, and ingest phases because these stages involve several different
information systems, and it would be difficult to configure them all to produce the same
continuous metadata;

Support in transferring records to the archive;
Communication of standards to the agencies;
Monitoring if the records fit the standard, and

Transfer scheduling.

As mentioned above, task descriptions are used during the development to describe either
existing tasks or envisioned tasks with a new system. In subsections different kinds of
methods for task descriptions were presented. Use cases were one of them. The following
Figure 3 presents a use case related to the final aim of the PROTAGE system based on the
user needs extracted from the data gathering techniques.
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Fig 3: Use



Part Il: Application Scenarios

Using the conclusions taken from the state-of-the-art analysis and focus groups 13
application scenarios were created to visualise solutions which would solve currently existing
needs.

The scope of the focus groups was to address three major areas of digital preservation: pre-
ingest, transfer and ingest. However, during the workshops it became obvious that active
records management is also a crucial issue — how to create and manage digital records so
that the later archiving process would be easy and cost-effective. To address these issues a
fourth topic was added — Monitoring of creation and management of digital records.

Accordingly Part 1l (and the 13 application scenarios) is divided into four sections:
Monitoring (Section 1);
Pre-ingest (Section 2);
Transfer (Section 3), and

Ingest (Section 4).

1. Monitoring

This section consists of four application scenarios that describe possible solutions for
monitoring electronic records from a digital preservation perspective while these are created
or used in an agency.

1.1 Pre-Appraisal

A local municipality gets a new task to start issuing and managing garbage collection
licenses within the municipality. The municipality’s records manager Jane has to amend the
records classification scheme of the municipality and add the corresponding function and its
series to the Electronic Records Management System (ERMS) of the municipality. This will
allow creating and registering all records created in the process of fulfilling the function of
managing the garbage collection licences in the correct places in the ERMS.

Jane inputs some basic information about the task into a specific search interface and starts
a query for similar functions and tasks in other agencies. The service which implements the
query contacts ERMSs in different agencies and looks for descriptions which match the
information input by Jane. The result set indicates that according to the descriptions similar
tasks are fulfilled in some other local municipalities, also in the Ministry of Environment and
in a privately funded environmental organisation. However, as the descriptions of tasks in
other municipalities seem semantically to be the most similar ones to the new function, the
service recommends to create a new function called “Licensing garbage collection” and three
new series called “Correspondence with garbage collection companies”, “Licence
applications from companies” and “Garbage collection licenses issued” within this function.
As this meets the requirements of the municipality’s new task, Jane accepts this proposed
name and structure.

After that, another query is made to other municipalities’ ERMSs asking for information on
retention periods of similar series. Also a database of legal information is contacted to ask for
possible access restrictions and retention periods required for these records in legal acts.
The result set indicates that all the series should be publicly accessible and the records in
the series should be destroyed 3 years after the license expires. Jane applies the proposed
information to the series in her ERMS.
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Jane sends information about the new function and its series to the Municipal Archives and
asks for an appraisal decision. An archivist in the Municipal Archives receives the requests
and asks an agent to evaluate it using a database of earlier appraisal decisions and retention
periods set for similar series in other agencies. The information gathered from these sources
indicates that the proposed retention periods are appropriate, except that every year some
representative samples out of the series should be extracted for permanent preservation
(i.e., they have archival value), to leave a trace of the nature of the activity for the future.
Archivist prepares a response to Jane using the information prepared by the agent.

Jane receives the answer and configures the municipality’s ERMS accordingly — includes the
new function and series and sets the retention period to 6 years (a license is valid for three
years, and the records should be preserved for an additional 3 years after expiration of the
licence). Jane also sets a notification in the ERMS that when destroying records from these
series, some samples have to be selected for preservation in collaboration with the Municipal
Archive.

END: The municipality is ready to start creating and registering records related to garbage
collection licences, the retention period of the records has been fixed, and the Municipal
Archive is aware of the function in the municipality and expects some records with archival
value from this function. The pre-appraisal workflow is depicted in Figure 4.
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Fig 4: Pre-Appraisal Workflow

1.2. Monitoring File Formats and Metadata

Michael is a records manager in a state agency. The agency has just gone through a pre-
appraisal process and all series of records have been appraised in regard to their archival
value.

The National Archives in the country has set certain technical requirements for records of
archival value, especially for archival file formats and metadata to be associated with the
archival records. The National Archives recommends capturing only records that meet these
requirements into agencies’ ERMSs.

Using this information Michael contacts the National Archives and requests information on
possible archival file formats and metadata to be used. The answer indicates that the file
format to use should be PDF/A, a version of PDF which does include all fonts and other
information used to graphically represent the contents of a text file and is at the same time
searchable. The answer also indicates that some additional preservation metadata has to be
created for the records in a series with archival value.

Michael uses the results to configure the agency’'s ERMS. He adds a rule that only files in
PDF/A format can be stored in the series. He also adds rules for automatic extraction of
technical metadata for the files and to record some actions done with the record files in the
system. In addition he creates a reminder to run a similar query to the National Archives
every six months because metadata rules and archival file formats will change over time.

The monitoring file formats and metadata workflow is depicted in Figure 5.
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Fig 5: Monitoring File Formats and Metadata
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1.3. Detection of Duplicates in other IT Systems

An agency’s records manager John wants to know if all important information created in the
agency is managed and handled according to the agency’s records management policy,
among others if retention periods and long-term value are assigned correctly, and all vital
records have been captured into the ERMS.

To achieve this goal, John identifies targets to search for this information — three databases,
an intranet solution and the agency’s file server. The baseline for this search is taken from
the agency’'s ERMS — the descriptions of records and their aggregations — as well as the
description of the agency’s functions available on the public website.

The result set of the search shows that some information registered as a series in the ERMS
is probably duplicated in one of the databases. John compares the description of information
in the database with the series description in the ERMS and discovers that, indeed, the data
is of the same kind, but the database holds more details than information in the ERMS. As
the series are appraised as having archival value, John contacts the database administrator
Susan and tells her that the data in this database will need to be preserved for a long term
and informs her about some guidelines that the National Archives has issued for database
preservation. John also adds descriptions of the database to the agency’s classification
scheme and a link to the database to the series description in the ERMS.

The search also revealed that there is some duplicated information held on the agency
intranet. But it appears that the documents on the intranet are in fact draft versions of records
that are already captured into the ERMS. Since the draft documents are already a few years
old, John contacts the intranet administrator and asks him to delete the old files and replace
them with a link to the correct documents in the ERMS.

Search in the file server returned results that show some old inactive user folders with
documents that could potentially be valuable records for the agency. The comparison was
made between document metadata and description of agency functions. John acquires
permission to access these folders and discovers that the employees who created these
folders have left the agency already a while ago. Analysis of the documents in the folders
reveals a dozen that needs to be captured in the agency ERMS as records. John uses some
tools to extract metadata from the documents and to register them as records in the ERMS
retroactively. After completion of this task, he authorises the file server administrator to
delete the user folders.

The detection of duplicates in other IT systems workflow is highlighted in Figure 6.
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Fig 6: Detection of Duplicates in other IT-Systems
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1.4. Manage Retention Reminders

Records manager Robin is responsible for disposition and destruction of records from her
agency’'s ERMS. Older records no longer required for agency’s business are destroyed,
transferred to the agency’s digital repository or transferred to the National Archives.

According to the agency’s records management policy, all internal records should be kept in
the ERMS for 2 years after their creation, except for contracts or other agreements that must
be kept for 1 year after the agreement is ended.

In addition there are retention periods assigned to all series in the ERMS and appraisal
decisions are also available for some series stating that:

records in some series can be destroyed after their retention period ends;

records in some series can be destroyed after the retention period ends, and a formal
approval (destruction decision) has been issued by the National Archives;

records in some series have archival value and will be transferred to the National
Archives 7 years after their creation.

Using this information Robin creates automatic reminders for every series in the ERMS
stating one of the following:

For series with a retention period of 2 years, all records that are older than 2 years, can
be deleted, and if an appraisal decision exists, can be deleted once the National Archives
has approved their destruction.

For series with a retention period longer than 2 years, and where the records do not have
archival value (i.e. no appraisal decision exists), two reminders are set: one states that
records older than 2 years can be moved from this series to the agency’s digital archive,
and the other is a reminder that records should be destroyed after their retention period is
over, provided that National Archives has approved their destruction.

For series that have been appraised as having archival value, two reminders are set: one
states that records older than 2 years can be moved from this series to the agency’s
digital archive, and the other is a reminder that records should be transferred to the
National Archives after 7 years.

There are also some exceptions to these rules: records in three of the series include
contracts with validity period of ten years. As the records have archival value, Robin sets a
reminder, that these records should be applied for transfer to the National Archives only 10
years after the contract has finished.

The managing reminder workflow is presented in Figure 7.
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Fig 7: Managing Reminders
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2. Pre-Ingest

This section consists of four application scenarios which describe possible solutions for pre-
ingest activities with digital records. These application scenarios describe how to assess the
value of records (whether these should be preserved or destroyed) and how to create
transfer packages (SIPs) which meet the requirements of the repository.

2.1. Post-Appraisal

As the retention period for some records in the series “Correspondence with foreign partners”
has ended, the agencies records manager Helen wants to transfer them to the National
Archives.

As the first step in this process Helen goes through the records and discovers that during
pre-appraisal the National Archives stated that it is not possible to make a final decision on
whether the records have archival value or not and, therefore, post-appraisal was mandated
for these series.

Helen sends a request for post-appraisal to be carried out by the National Archives. In her
request she includes descriptions of the series and their context, as well as some samples of
the records and their metadata.

The National Archives receives Helen’s application and adds it to the task list of Stefan, an
archivist at the National Archives. As Stefan has two more appraisal requests in his task list,
Helen is notified that an answer to her application will probably take at least one week.

After Stefan has completed the other tasks he starts to look at Helen’s request. He consults
the National Archives’ database for appraisal decisions and also earlier transfers of records
from other agencies. He finds out that these records have not already been transferred to the
National Archives from any other agency and that records with similar characteristics have
normally been appraised as having archival value. He requests more in-depth descriptions of
records from Helen and as part of this gets to know that correspondence with two foreign
companies is still actively used by the agency in its business. Michael therefore makes an
appraisal decision and assigns archival value to all records in the series and at the same
time recommends extending the disposition decision and transfer deadline for those records
that are still in use. He compiles an official response from the National Archives stating that
most of the records on Helen’s list can be transferred to the National Archives for permanent
preservation, and the records still in use should have an extended disposition period of 5
years.

Helen receives the answer from the National Archives and begins to prepare records for
transfer. For the records that are still being used, she sets a new disposition and transfer
deadline.

The appraisal of existing documents is depicted in Figure 8.
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Fig 8: Post-Appraisal Workflow

2.2. Checking SIP Requirements

Records manager of an agency, Clara, has applied to the National Archives with a request to
transfer a set of records. The records are stored in a bespoke database and she contacts the
National Archives and requests more information on allowed and preferred transfer file
formats for databases. Inresponse, she receives a list of requirements, including:

possible file formats for transfer database tables, services and database structure (CSV,
WSDL, SQL3);

national metadata standard for describing the technical aspects and content of the
database;

structure of the database transfer package (SIP), which is in the form of an XML schema.

Clara proceeds to check and prepare her database according to these requirements.

The checking SIP requirements workflow is highlighted in Figure 9.
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Fig 9: Checking SIP Requirements

2.3. Creating an Overview of Records to Transfer

An agency records manager, Claudio, has to transfer records from the agency’s ERMS to the
National Archives. In order to create transfer packages (SIPs) that meet the requirements of
the National Archives he first analyses the records set aside for transfer. As the first step
Claudio extracts all metadata and computer files from the ERMS. He then initiates a number
of consistency checks — have all files selected for transfer been extracted; is all relevant
metadata extracted from ERMS along with the records. The analysis shows that somehow
two documents are not among the extracted files and he extracts these and their metadata
manually.

He then initiates a virus check on the records to find possibly infected files. Luckily this time
no viruses are found.

As the next step, Claudio creates a metadata overview to find possible gaps in the metadata.
Indeed he finds that three records miss the creator information, but Claudio is able to extract
this information from the content of records.

As the last step, Claudio runs a search through the agency’s file server to find other relevant
files and documentation to supplement the records to be transferred. He is able to find a few
files with documentation on the ERMS as well as some additional files with content similar to
the records which are going to be transferred (see also part Il chapter 1.3). He decides to
add the found files to the records set aside for transfer, creates the necessary metadata and
checks the new files for viruses.

He is now ready to create the submission package for transfer.

60 99



The creating an overview of records to transfer workflow is highlighted in Figure 10.

Fig 10: Creating an Overview of Records to Transfer
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2.4. Create SIP

Records manager Betsy has been assigned the task to transfer last year's records to the
National Archives. She has already got an appraisal decision from the National Archives, has
collected all relevant requirements for transfer packages, has extracted all the records from
the ERMS, has gone through a first consistency check and is therefore sure that she has all
necessary records and information ready to create the transfer packages.

To last task Betsy has to do is to compare the metadata of her records with the description
schema required by the National Archives. She discovers, that the description of the agency
(the authority record), as required by the National Archives, is missing some details about the
latest organisational changes in the agency. She requests the exact details from the head of
department that was changed, and also checks the agency web site, and adds the necessary
descriptions to the metadata in SIP.

As Betsy was not able to extract technical metadata for all computer files in her transfer
package, she also runs a file identification tool recommended by the National Archives and
available from their web site, and extracts the required technical metadata for all document
files.

In parallel with extracting the technical metadata she also creates a list of all file formats
used in the transfer package. She compares the list with the list of permitted archival file
formats she got from the National Archives and finds that there are 37 files which are in
Microsoft Word .doc format. As this file format is not accepted by the National Archives she
consults the National Archives recommendations and proceeds to migrate the files to PDF/A
format. After completing this she runs the file identification tools again and creates technical
metadata for the newly migrated files. The tool used for migration is also able to
automatically create metadata on the migration process. Betsy includes also these to the
metadata in the transfer package.

After Betsy is sure that all document files are in the required formats and all relevant
metadata is created she starts to look at the SIP structure she got from the National
Archives. She discovers that the maximum allowed size for one transfer package 100 MB. All
records and their metadata in her package currently total a 290 MB and she decides to split
the transfer into multiple packages. Betsy studies the hierarchy of records and can see that
there are four series of records; all of them are smaller than 100 MB. Therefore she decides
to include each series into one transfer package.

Betsy now takes the transfer package (SIP) XML schema sent from the National Archives
and splits her records and their metadata to form four packages. She uses a tool for
automatic SIP creation from the National Archives that can read files and their metadata and
create the SIPs. The tool also automatically creates checksums for each package and an
inventory of the packages which are later used to check if the transfer was successful.

After the SIPs are created Betsy makes use of a validation tool to assure that all packages
are valid against the SIP XML schema that all required metadata is available, and all files are
in the correct format.

The create SIP workflow is presented in Figure 11.
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Fig 11: Create SIP
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3. Transfer

This section consists of two application scenarios which describe the transfer of electronic
records from an agency to the repository. The application scenarios describe a test transfer
of sample data which can be used to assess the quality of SIPs prepared in the pre-ingest
phase as well as a sample solution for monitoring a transfer of SIPs to the repository.

3.1. Test Transfer

Martin is responsible for transferring electronic records to the National Archives in a large
state agency. As the volume of records to be transferred is in multiple gigabytes, he wants to
be sure that the transfer packages and archival metadata he has compiled comply with the
requirements set by the National Archives. He also wants to check that the actual transfer
process does not have any ill effect or become too resource consuming for IT systems in his
agency or at the National Archives. Therefore, he decides to apply for a test transfer with a
smaller number of transfer packages.

As the first step, Martin contacts the National Archives and requests a time slot for a test
transfer. The responsible archivist at the National Archives and Martin agree on the number
of packages to be sent during the test transfer. As the data that Martin will be sending to the
National Archives is quite sensitive, they also decide that the transfer has to use a secured
online method or even a manual transfer using off-line media.

Using this information Martin sends the test packages via on-line transfer channel on the
agreed time to the National Archives. The archivist at the National Archives receives the
packages and validates them. The validation report is positive — all mandatory metadata is
available, the structure of packages meets the requirements and all files are in correct
format. As the next step he studies the network characteristics during the test transfer and
finds that the online transfer has a large effect on the network load of the National Archives’
download connectivity. Based on this information he prepares an answer to Michael stating
that:

The validation result was positive and no additional steps to improve the quality of SIPs
are necessary, and

Michael should schedule the actual transfer for weekends, when the network load is
smaller.

After that Michael creates a transfer schedule, stating what packages will be sent at which
times. He sends the schedule to the National Archives. As there are some more large scale
transfers at the proposed times the responsible archivist at the National Archives suggests to
Michael that the actual transfer will occur one week later. Michael accepts the proposal and
starts to prepare for the transfer on agreed times.

The test transfer workflow is depicted in Figure 12.
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Fig 12: Test Transfer
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3.2. Monitoring the Transfer

An agency records manager Julia has agreed a transfer schedule for electronic records with
the National Archives. She has also acquired a tool for automatically sending transfer
packages on the agreed time via the Internet.

Julia initiates the transfer at the agreed time and the tool starts to send the transfer packages
to the National Archives. As the first step, the list of packages in the transfer is sent to the
National Archives. At the National Archives, another automated tool stores the list for
checking. When a transfer package arrives, it is automatically compared with the list to check
whether its checksum matches with the one in the list of packages.

During the transfer process some errors occur — at two occasions the tool at the National
Archives receives a package which does not appear on the transfer list. The tool dismisses
the package and requests a retransfer of the correct package. On the other occasion, the
tool at the National Archives receives a package for which the checksum does not match
with that on the transfer list. The tool again dismisses the package and requests a retransfer.

After all packages have arrived and have been validated at the National Archives the tools
notify both Julia and the archivist at the National Archives the positive outcome of the
process. Next, the National Archives can start with a more throughout validation of the
transferred data.

The monitoring the transfer workflow is illustrated in Figure 13.
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Fig 13: Monitoring the Transfer
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4, Ingest

This section contains three application scenarios which describe possible solutions for ingest
actions. The application scenarios show possibilities for validating SIPs in regard to the
repository requirements, how to extract metadata out of SIPs for the repository description
management systems and how to create preservation packages (SIP to AIP conversion) for
the repository storage systems.

This chapter does not contain any figure. Examples for ingest can easily be found in
Appendix A, where the workflows in both Sweden and Estonia are described and depicted in
more detail.

4.1. Validate SIP

John is an archivist at a regional archive responsible for new acquisitions in the digital
archive department. A local company has just transferred their last five years’ digital records
to the archive for preservation. Transfer of the submitted packages was completed
successfully. John moves the transferred packages from the transfer server to a quarantine
server in the archive.

After three weeks John downloads the latest antivirus scripts and applies a virus check to the
transferred packages. The check discovers a Trojan horse that has attached itself to a
metadata file among the transferred files, but the virus control software can remove it without
damaging the file. John makes a note of the changed file in the administrative metadata, and
calculates a new checksum for that package. Just in case, he runs the virus check again, but
finds no further malware. John notifies the company that they may have a security threat in
their system, but at this time the transferred records will not be returned to them, because the
archive was able to deal with the problem.

John then moves the transferred packages from the quarantine server to a processing server
area, and begins to apply a series of quality checks on the transferred packages. The checks
are automated routines by agents that use:

The SIP configuration that was sent to the company prior to transfer;

The list of archival file formats published by the regional archive and National Archives,
and

The metadata standard published by the Regional Archive for electronic records.

The checks verify that:

The physical structure of the transferred packages corresponds with the SIP
configuration that was initially agreed on;

All package checksums correspond to the ones created prior to transfer (with the
exception that was created by John during virus checking);

That all files listed in the metadata are present in packages;
That all files present are listed in the metadata in packages;

That each file has a uniquely identified format and that this format is on an approved list,
and

There are no access restrictions on files (including encryption and compression).
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The checks produce reports on:
A successful check that did not discover any mismatches;
An unsuccessful check with information on:
0 Any file has failed file format validation;
0 Any file has been detected as encrypted or compressed, and

0 Any mismatches between files and metadata.

The result of the checks is recorded in the administrative metadata of the transferred
packages. If the checks are unsuccessful, John investigates the problem, and asks the
company to re-submit the package that has problems. For this purpose, he sends a report
back to the company with details of the check that failed, and sets a deadline for the transfer
of a correct package. John stops the ingest process until the new package is transferred and
successfully passed all checks.

After the faulty package has been re-transferred and has passed the technical checks, John
proceeds to manually check samples from the transferred records, to inspect contents of the
records and to look at their metadata. There is a monitoring system logging John’s actions on
each record he looks at and the resulting log is added to the administrative metadata of the
transferred packages.

John then initiates a series of metadata checking routines on the transferred packages that
verify that:

The descriptive metadata for each record or aggregate is compliant with the metadata
standard schema specified by the Regional Archive;

Dates used in the metadata are within the range of current SIP;
The size of all packages is within the pre-agreed limits;

The transfer date of packages is within the range that was initially agreed with the
company, and

The series titles match with an earlier appraisal decision taken by the Regional Archive.

The checks are all completed without any errors and a report on the checks is added to the
administrative metadata.

After all transferred packages have been tested for integrity and metadata completeness and
have passed the above checks, the system sends an automatic ingest success report to the
company. The system also sends a message to the metadata and storage units informing
them that another ingest package is ready for archiving.

4.2. Extract Metadata for Archival Systems

Jenny is the metadata specialist in a Municipal Archive and her job is to verify that metadata
extracted from new acquisitions has been added to the correct places in the archival
information system (i.e. the main catalogue of the Archive). The metadata extraction and
adding to the catalogue happens automatically and is based on the metadata standard
schema published by the Municipal Archive and verified at the ingest phase.
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Jenny’s job is to verify that:
The new package has accrued the correct existing series in the Archive;
The new package has correctly created a new series in the collection of the Archive, and

All new packages have been associated with either existing or new series in the Archive.

Since this is primarily a manual task, agents or other technology can be of little help at it.

4.3. Create AlPs

Johanna is a digital librarian at the National Library. The National Library is a legal deposit
library and has ingested a set of volumes of an electronic journal from a publisher. The
academic electronic journal deals with geological research and includes a wide variety of
data formats, including datasets, maps, images, video and 3D simulations. Since the
National Library cannot prescribe file formats that are allowed for submitted digital objects,
the conversion to archival file formats has to be performed by the Library staff. Any missing
metadata will also have to be created by the Library staff.

Johanna first runs a query that produces a report with all file formats included in the
transferred package. The result shows that there are several file formats unknown to her and
that do not yet exist in the digital archive of the Library. She then runs another query that
looks for information on these new file formats on the Internet and in the file format registry.
The query returns information on a specific 3D simulation file format that was created using a
software package that is no longer supported, because the software company has been
acquired by another company that discontinued this product. Luckily, information in a file
format registry also gave some directions to Johanna what software can be used to converte
the file format to a CAD file and that there is still a software viewer available for the
discontinued file format. Johanna downloads both pieces of software and their
documentation.

Testing the conversion process of the 3D file format into a CAD file format is almost
successful — unfortunately some colours change during the conversion process, because the
two software packages use different colour palettes. This is not a very good solution,
because different colours used to represent geological strata in the simulation carry
significant information for users. In the new CAD file different colours are just about
discernible, but not as well as in the original 3D file. Johanna tries to adjust colour settings for
file conversion, but this does not produce a better result. Johanna documents the conversion
process and problems encountered with it, and adds the new CAD file as a new rendition of
the original 3D simulation file to the package. She also adds information on the location of
the viewing software, noting also that it requires an older version of the Microsoft Windows
operating system.

For other already known file formats in the transfer package, Johanna applies conversion
routines that have already been defined and documented at the Library. New file formats are
added as additional renditions to the package as well as new metadata on them.

Johanna then proceeds to analyse the metadata that has been transferred in the package.
She runs a query to discover gaps in the metadata — comparing it with the bibliographic
metadata standard, and the digital preservation metadata standard used by the Library. It
appears that most of the bibliographic metadata is there, the missing pieces of information
can easily be copied from the publisher's website catalogue. However, most of the files do
not have technical metadata associated with them.

Johanna initiates a metadata extraction routine that makes use of standard metadata
extraction tools and file format registries to fill in the missing metadata.
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She runs the metadata completeness analysis query again and is satisfied with the result.
She then executes a verification query that compares the resulting package to the AIP
definition schema used by the National Library. The result is positive and the AIP is ready for
storage in the digital archive. Johanna notifies the storage manager about the new AIP and
its size.
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Appendix A
Underlying Workflows

The following figures show the workflow models that were used as a reference during the
focus group workshops, both in Sweden and in Estonia. The models describe the current
situation from the National Archives.

The workflows are divided into three sections:

Pre-Ingest

Pre-ingest is the preparatory phase for the transfer of records from a producer (a.k.a., the
Agency) to the repository (during the workshops the repository addressed was the
National Archives). During this phase the producer describes and normalises the content
to comply with the requirements of the repository (creation of a SIP).

Transfer

Transfer is the phase where the custody of records is transferred from the producer to the
repository. It includes agreeing on the transfer agreement, test transfers (optional), the
actual transfer of records and their metadata (SIPs), validation of the records and
acceptance from the repository.

Ingest

Ingest is the phase where the repository checks the transferred records, normalises the
transferred records and prepares them for long-term preservation in its storage and
metadata management (SIP to AIP conversion).
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Workflow in Sweden

Figure 14 below demonstrates the Sweden experience by underlying the digital preservation
workflow.
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Pre-ingest

Application for transfer. The agency sends a formal application of transfer to the National
Archives. This application includes a specification what system and period to transfer and if
available, a reference to the appraisal decision regarding the records.

Appraisal. The appraisal process may take place in different stages of the lifecycle.
Sometimes there is an existence of a specific law where the appraisal is regulated.
Otherwise the appraisal process with decisions of the National Archives may take place in
the beginning of the system lifecycle. The agency can initiate to have appraisal done
whenever required. But in many cases no appraisal is done before the transfer to the
National Archives

Transfer negotiation. An agency can optionally choose to have a digital archive on its own,
and export the records to that from the active system.

When the agencies intend to transfer their records to the National Archives, there are some
regulations about the formats and metadata for transfer. The regulations contain different
technical demands for different types of digital object. Even if the agency has their own digital
archive, they normally pay attention to the technical demands of the National Archives
because eventually the records will be sent there. The agencies have to pay for the transfer
and an agreement shall be signed. The technical demands also have some options and that
choice shall be specified in an attachment to the agreement.

Export and Arrange.

To be able to make a transfer to the National Archives the agency has to export the data
from the system and to create a sufficient SIP containing data and metadata. From the
experience there are often many errors in the SIPs, both technical errors and lack in
metadata. Therefore the National Archives are working with Test transfers consisting of a
minor part of a final SIP.

Transfer

Test transfer. A test transfer normally consists of a SIP with a minor selection of data with
relevant metadata. However, the majority of the general metadata (system description etc.) is
supposed to be included. That is still happening to an extent on paper.

Test transfer check. The test transfer SIP is checked towards the general metadata
(documentation), and the data and different technical properties. There are often many errors
detected, both technical and metadata aspects. As long as there are more than just minor
errors the agency have to do new test-transfers. For this there are extra charges. Some
correction work which may be executed by the National Archives, concerning for example
conversion of data or complementing the metadata, can also be done at extra charge but
formally under the responsibility of the agency.

Transfer and transfer check. When test transfers are good enough it is time for the formal
transfer. The same checks are done again, if needed. Most of the work has been done
during the test-transfers. When everything is acceptable, the SIP is formally approved.

Ingest

Creation of transfer report. If no errors are found, an invoice is sent to the agency for all costs
up to now.

Update description. The SIP will be made into an AIP and sent to data Archival Storage.
Traditionally the AIP has been identical with the SIP. Relevant metadata also has to go to
Data Management.
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Workflow in Estonia

The Figure 15 below demonstrates the Estonian experience by underlying the digital
preservation workflow.
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Pre-ingest

The first three steps in the workflow:
Creation of a preliminary archival scheme;
Preliminary arrangement, and
Description of series and folders

are part of everyday work for the agencies’ archivist. Every agency has to have some kind of
a classification scheme for its records as well as some descriptions of the records prior to
initiating a Pre-ingest process.

First contact to National Archives. As a first step, the agency contacts the National Archives
to find out, which structural unit will deal with this particular agency and complete the
transfer. In the same time, this is the opportunity to inform the agencies’ archivist about
changes in guidelines and legislation.

Application for transfer. The agency sends a formal application of transfer to the National
Archives. This application includes a list of the series and folders to transfer and if available,
a reference to the appraisal decision regarding the records.

Appraisal. If the series and folders proposed for transfer are not yet appraised, the appraisal
process is initiated. If an appraisal decision already exists, this step is not necessary.

Destruction. If the appraisal process finds out that series and folders proposed for transfer
have no archival value, the records have to be destroyed.

Modifications to the archival scheme. The response of the National Archives to the transfer
application includes a list of recommendations for improving the archival scheme. This fact
results in changes of the records structure — some series, sub-series or folders have to be
joined, some separated to different series, sub-series or folders etc. If the modifications are
done, the agency has to get an approval to the archival scheme from the National Archives
before continuing with other steps. Therefore this task can be regarded to be an iterative
task.

Arrangement of series. The arrangement of series (and sub-series) is as much as possible
based on the classification scheme used — the order and numbering of series has to reflect
as much as possible the original situation in the ERMS. However some modifications can be
done if agreed upon with the National Archives. This task is a subtask of the modification of
the archival scheme.

Arrangement of folders. For paper based records, this task considers ordering and
numbering of folders to accord to the archival scheme. For digital records, this task
represents a subtask of the modification of the archival scheme.

Arrangement of records. In a folder, records have to be arranged and numbered according to
their creation dates. Usually the arrangement remains the same as used in the agencies
ERMS. If not, the records are renumbered according to their creation dates (in a folder of 288
records the oldest record gets the number 1 and the newest records the number 288).

Migration and normalisation of computer files. One digital record can consist of one or
multiple computer files. These computer files have to meet the requirements of the National
Archives guidelines. In Estonia, the archival legislation says that text documents have to use
one of the following file formats — plain text/TXT, PDF, XML or for digitised records TIFF.
Files in other file formats are not accepted. Therefore, the agency has to migrate its files for
the transfer to be accepted by the National Archives.
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Description of the agency. The description of the agency has to include the following
metadata:

Name of agency (also parallel names, abbreviations, translations and historical names);
Time and place of activity (when and where the agency has functioned);

Status of agency (governmental agency, local administration etc);

Functions of the agency, and

Structure of the agency.

Description of the archive. The description of the archive consists of the name, topic, dates
and amount of series transferred to the National Archives. The description is based on the
ISAD(G)" standard, published by the ICA.

Description of series and folders. The same standard — ISAD(G) is used for the description of
series and folders. Therefore the same description elements apply — name, topic, dates and
amount of folders (in a series) or records (in a folder), relations between series and folders,
access restrictions etc. The basic rule for archival descriptions is that as much as possible
information is put at highest possible description level — folder, series and archive.

Description of records. Once again the description of records is based on the ISAD(G)
standard and is described using the same description elements. As describing records is a
rather time consuming activity it is only done, if it is possible to automate the process (to
automatically get the descriptions out of the ERMS). If it is not possible, the lowest level of
description is a folder-level.

Creation of the archival finding aid. The archival finding aid has to include all the archival
descriptions (descriptions of the agency, archive, series, folders, records).

Technical description of computer files. The archival requirements state that a minimum of
technical metadata about transferred computer files has to be available to accept the
transfer:

File format and format version;
File size;

Checksum;

Checksum method, and

File name.

Transfer

Test transfer. If the agency has completed the arrangement and the description of records, it
initiates a test transfer of the finding aid and the sample records.

Test transfer check. The National Archives perform a check on the test transfer including the
manual and visual inspection of the finding aid, and the validation of descriptions and
computer files. If errors are found, a list of errors is generated and returned to the agency,
which has to continue with the description and arrangement of tasks.

! ISAD(G): General International Standard Archival Description, http://www.ica.org/sites/default/files/isad_g_2e.pdf
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Set transfer date. If the test transfer is accepted, a date for the actual transfer is agreed
upon.

Transfer. On the agreed date the records and their descriptions (the archival finding aid and
technical metadata) are transferred to the National Archives. At the time of the workshops
transfers in Estonia are using CD-R media. Plans for the future concern the use of the XML-
RPC/SOAP transfer protocols for online transfer.

Ingest

Check of transferred records. Before accepting the transfer, the National Archives runs a
check through the transferred descriptions and files. In Estonia the check includes integrity (if
all files in the finding aid have been transferred), conformance to the archival guidelines (if all
required metadata are available and files correspond to the archival formats), and a
gquarantine to prevent virus-infected files getting to the repository. If errors are found a list of
errors is generated and returned to the agency, which has to continue with the description
and arrangement of tasks.

Creation of transfer report. If no errors are found, a transfer report is created and sent to the
agency. Sending of the report means, that the National Archives have accepted custody for
the records and the agency is allowed to remove the records and their descriptions from its
ERMS and other institutional information systems.

Update of repository. If necessary, additional descriptions are created and files normalised.
After that the descriptions are loaded to the National Archives Archival Information System
(AIS) and computer files move to the repository
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Differences in Workflow in Sweden and Estonia

There are obvious discrepancies in the situations in Estonia and Sweden, both in terms of
legislation and procedures, as well as the focus of the preservation of electronic records and
information.

In Estonia, the preservation of digital records is regarded as a “records based” approach —
records and their aggregations (series, folders) are described in a general way regardless of
the actual information system they are managed with. Most commonly, only some series
from an ERMS are transferred to the National Archives, while all other records are preserved
at the agency or destroyed after their retention periods end. Therefore, the Estonian
guidelines for preserving electronic records are concerned with the records management
metadata (how to describe records and their aggregations), archival file formats and SIP/AIP
structures. Contrary to the Swedish approach, no special efforts are made to preserve
information about the actual information system where the records were created and
managed.

In Sweden, there are no special transfer requirements for the record keeping systems
compared with other types of systems at the agencies. The requirements for metadata are
also more general. But there is a long experience of transfers of databases from different
administrative systems. In these systems, public records are supposed to be preserved as
views or printouts recreated by using metadata and database files.

Appraisal is another area where differences exist. In Estonia all public records must be
appraised before they can be destroyed or transferred to the National Archives. This
appraisal will take place as a pre-appraisal (when new functions and/or series are created
and no actual records are born yet) or as a post-appraisal decision (records have exceeded
their retention period). The agencies are free to decide on the retention periods of their
records but before the destruction of a record or latest 20 years after the creation of records
they have to ask for an appraisal decision by the National Archives. In most cases only
records with archival value are transferred to the National Archives, all others have to be
preserved at the agencies.

In Sweden the basis is that all public records shall be preserved as long as there is a
decision that they can be destroyed. Preservation can be performed at the agencies or by
transfer to archival institutions.

In comparing Estonia and Sweden, there is a clear shift towards standardised description
and arrangement of records in Estonia, while in Sweden the focus is more on the technical
checks and general assessment of the metadata created in the records management
system.
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Appendix B

Stakeholder Questions
Pre-ingest
Which tasks in the pre-ingest phase currently contain most time consuming routine

manual work for a records manager or archivist?

In which phases of pre-ingest is there most need for speeding up the process:
description, export of data, technical normalisation, classification, creation of transfer
packages (SIP), etc?

Which tasks in the pre-ingest phase contain too technical tasks for a records manager or
archivist?

Would it be useful to have automatic tools for semantic description and analysis of
records management metadata? Alternative: What kinds of useful semantic information
would you like to extract by analysing records management metadata — if you had
enough time available to do it?

Would it be of interest and valuable to have tools as a help in analysing general (system
and agency level) context metadata, system description, manuals etc?

There are file format registries available containing file format metadata as well as
different tools to analyse file formats and other technical aspects of digital objects. Is
there a further need for new or similar tools? Would there be interest to have a tool using
available file format metadata and coordinating this and executing with other tools?

Could the records manager benefit from an automated and interactive help tool, helping
through the required steps of the pre-ingest phase?

Is there a need for new tools extracting metadata contained in file headers (exif etc)?
Would it be useful to have tools for automatic creation of transfer packages (SIPs)?
What scalability issues do record creators have with current tools and methods?

Would technical solutions for analysing and characterising agency’s existing records be
useful?

Should there be more formalised and standardised tools, schemas and structures for
agencies to use?

Transfer
Which tasks at the transfer phase currently contain the most time consuming routine
manual work for a records manager or archivist?

Which tasks at the transfer phase currently contain too technical tasks for a records
manager or archivist?

Could it be helpful for the archivist and records manager to automatically use “template”
transfers from other agencies? At what level could this be possible?

Is there a need for a tool reusing older transfer agreements and automatically enhancing
them when for example legislation or requirements from the repository have changed?

Could there be an automated transfer control tool to keep track of the transfer process?
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Would a transfer scheduling tool be helpful?

Where are the other instances that the records manager and archivist see the need for
transfer tools?

Ingest

Which tasks in the ingest phase currently contain most time consuming routine manual
work for a records manager or archivist?

Which tasks in the ingest phase currently contain too technical tasks for a records
manager or archivist?

Could the archivist benefit from using tools and best-practices available in other
repositories?

Would it be useful to have automatic tools for semantic description and analysis of
records management metadata?

Would it be of interest and valuable to have tools as a help in analysing general (system
and agency level) context metadata, system description, manuals etc?

There are file format registries available containing file format metadata as well as
different tools to analyse file formats and other technical aspects of digital objects. Is
there a further need for new, similar tools? Would there be interest to have a tool using
available file format metadata and coordinating this and executing with other tools?

Would the archivist benefit from a tool that automatically checks the transfer packages
(SIPs) and automatically generates storage packages (AIPs) and extracts metadata for
the archival information systems?

Organisational Change
The questions here concern the need for organisational change when using automation, as
compared to the present situation.

What processes would you most like to be automated — in which parts of the process is
the records manager or archivist willing to give up manual control?

Imagine a consortium of repositories using similar tools exchanging best-practices and
information about tools. Which (groups of) agencies should be participating in this
consortium in your country and worldwide?

What do you think about the change of your workload and additional need of IT skills?

Where are the areas that you think the IT solutions should give you more support in your
organisation and how?
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Synergy with Existing Systems

The questions here try to identify currently available systems and tools which could be used
by the agent-tools developed in PROTAGE or systems and tools which could include agent
functionalities in the future.

Should the future tools be able to extract data out of an ERMS as well as database based
systems?

Which systems in your organisation could be used to extract additional metadata for the
description of records?

Which systems in other agencies/companies could be helpful when exchanging
information/best-practice?

Which central technical knowledge bases (format registries or similar) are important for
you?

In the repository — should the agents be able to automatically update the storage and
data management (Archival Information System) parts of your preservation environment
with the transferred records and metadata?
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Appendix C

Focus Group Results

Estonia — Records Managers
Pre-ingest

The most discussed topics of the pre-ingest stage concerned:
Creation of the records management classification scheme;
Appraisal;
Compilation of the archives retention schedule in the agencies, and

Routine technical transactions (conversion into archival file formats, creation of technical
metadata).

The important aspects of the pre-ingest stage already mentioned in chapter 2.2 are more
presented in detail in the following.

Creation of the classification scheme and retention schedule

Creation of the archives retention schedule (after the records are being archived from the
ERMS) could use automated tools to include records that have not been included in the
classification scheme:

0 Scanning disks and local area network to find documents that could potentially be
valuable records, and

o Comparing information that can be extracted from these document files with the
classification scheme and records registered in the ERMS.

This solution would lead to avoiding duplicate instances of the same record
stored in multiple locations and discovery of new records that may belong to a new
folder or even series.

Web-based knowledge base with classification schemes of all agencies and typical
retention periods for series:

0 When an agency is changing its classification scheme, their information in the
web-based knowledge base should be updated automatically, e.g., triggered by
the change in the classification scheme in the ERMS.

Comparison of the classification schemes of different agencies (compare practices in
naming the functions and series and compare the retention periods others have assigned
to similar series of records):

o0 Classification schemes of all agencies have to be public, or known to a
computerised tool.
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Automated tools for semantic analysis of information contained in the documents
(requires a knowledge base with templates of typical documents used in the public
administration);

Consideration of the experience of other countries for collecting and analysing
information, provided that translation services are available between languages;

Automatically compilation of the archives retention schedule based on the classification
scheme in the ERMS, and

Both the classification scheme and archives retention schedule could be managed by the
same automated tool and the agency’'s ERMS.

Appraisal

Agencies could send their applications for appraisal of new functions and series
automatically, when a new function and/or series is created in their ERMS:

o Combing this with a knowledge base of all functions and series in agencies and
past appraisal decisions, it would be easy for the National Achieves to make the
decision quickly and in a semi-automated way.

If the appraisal decision-making results in a decision to allow records to be destroyed,
there could be a tool to help delete all copies and versions of an electronic record in the
agency. Such a tool has to be able to search across several information systems and
storage locations on the agency’s local area network to identify document files, compare
them with the ones registered in an ERMS or an archive management system and then
delete them all.

The ERMS or other tools could notify the agency archivist automatically when a retention
period is expiring for some records. This will prompt a new application to the National
Archives to approve the destruction of records.

The ERMS or other tools could compile the application for destruction of records
automatically and submit it to the National Archives.

Technical Transactions

Documenting the various activities taken with records and the archive (log of activities
and creating process metadata).

Tracking tool could remember all activities undertaken with records and allow for
producing customised reports based on it.

Automated check of the file format of documents and necessary records could be
converted to file formats required by the National Archives (before they are captured into
the ERMS).

Tools for checking the file formats should be able to check with the National Achieves the
current list of accepted archival file formats, compare it with the retention period of the
series where the record belongs to, and possibly with some centralised knowledge base,
in order to suggest a conversion to a different file format before the document gets
registered in the agency’s ERMS.
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Automated sorting out the documents is required when an employee is handling over
his/her records to the successor, moving offices, changing jobs or quits the job for
various reasons.

Automated collection, analysis and appraisal of the documents is required when
documents are orphaned: If any are found that belong to the archive of the agency, these
need to be organised and arranged, described and ingested into the agency archive.

Technical help tool in this workflow could help prepare the records and analyse them
(analysis of duplicates, metadata, classification, etc.).

If the agency is storing some of its archives, or a safety copy of it, on removable storage
media, an automated tool could be used to keep track of what is stored where, when was
it saved and warn the archivist when the time comes to renew the storage media.

Further Suggestions

Automate the collection and submission of agency data to the National Archives’ archives
registry.

When the agency is archiving from the ERMS what is in fact a hybrid folder of both
electronic and paper records, the system should remind the archivist that there is also a
paper component available that needs to be dealt with.

A tool that could analyse the structure of a records’ folder to detect relationships between
records in a given folder would be useful — to help check whether all letters sent out have
a response, whether all cases are closed and where do the links from records point to in
other folders/files.

Transfer
Simplify the transfer process of electronic records to the National Archives; make it faster,
and more frequent.

Organise automatic scheduling of transfers to times when the communication lines and
systems at both ends are less overloaded.

Avoid records extracted from a “live” ERMS to be transferred to the National Archives
when the ERMS is being actively used during working hours.

Scheduling transfers to suit the queue in systems at both ends by:
0 testing the connection and transfer speed, and

0 estimating the time it will take to complete a transfer

The system might be similar to getting a queue number in a post office or a bank and
knowing how many customers are in line in front of you and how long it will likely take
before you are served.

Spend more time in earlier phases — compilation of the classification scheme and
retention schedule, conversion of file formats and metadata integrity checks, in order to
assure the quality of records in the agency archive so that the transfers (to the National
Archives and back if any errors were found) would take less time.
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Organisation Issues and Synergies between Systems

The agencies would like to be able to manage both of their active records and their
archive with the same ERMS, instead of having to procure a separate software solution
for managing their digital archive.

Enhance the ERMS with a few extra functionalities that the archivist needs, or use an
agent tool that interacts with the ERMS.

Use of automated tools that help the agencies in extracting records from all the various
information systems they have, and convert them to the format suitable for archiving:

o In the future, there will be more archives that offer digital preservation services
than the National Archives, and the agencies should ensure that the records meet
the criteria set by the archive.

Opportunity for setting up a system for certifying information systems in the agencies if
they meet the criteria for archiving records from the system (Although, the National
Archives thought, this might be a bit far fetched due to the information security standard
requirements intended for the next year.).

Data management procedures should be used to ensure that data are always there, and
can be accessed by the authorised users.

Estonia — Archivists
Pre-ingest

The most important aspects of pre-ingest that would benefit from further automation are:
Appraisal;
Creation of the archives retention schedule in the agencies, and

Routine technical transactions (conversion into archival file formats, creation of technical
metadata).

The important aspects of the pre-ingest stage already mentioned in chapter 2.2 are more
presented in detail in the following.

Appraisal

Make an appraisal decision based on information about the agency, context of its
activities, and previous appraisal decisions.

Use information from:
o0 National Archives’ database of appraisal decisions;

o0 Hierarchy of agencies in the public administration (a state registry database of
all public sector agencies), and

o Description of the agency and its activities on the agency website and in the
archival information system (AIS) of the National Archives.

Help delete all copies and versions of an electronic record in the agency, if it is
appropriate.
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Search across several information systems and storage locations on the agency’s local
area network to identify document files, compare them with the ones registered in an
ERMS, or an archive management system, and then delete them all.

Automate documentation of activities.

Help produce the necessary forms, reports and applications for an appraisal decision that
are sent by agencies to the National Archives for approval.

Help the agency archivist to collect all the information about the record series that needs
to be appraised or records that can be destroyed, and place this information in a pre-
defined form for sending it to the National Archives.

Creation of the archives’ retention schedule

Automation of the complex process of compiling an archives’ retention schedule could
build on the agency’s records management classification scheme, and then proceed to
scan the local area network for documents that do not appear to have been included in
the preliminary version of the retention schedule.

Results of the scan could be offered to the archivist as potential additions to the draft
schedule.

Scan a selection of directories on disk and produce a report with metadata about each
document it came across, and make a suggestion for their classification. This would help
when organising archives from private companies (often not arranged according to
archival requirements).

Extract metadata (e.g., names, addressee, dates, etc.) from a document file using
various semantic analysis tools, provided the structure of the document (or its template)
is known.

Use metadata in arranging the archives, classifying records and compiling the retention
schedule.

Technical transactions

Analysis of technical condition of a document file should be possible in order to assess
their “preservability” or resilience over time.

Produce an estimation of;

0 How many document files in a given sample meet the requirements of the
National Archives for their transfer;

0 How many need further processing or treatment, and

0 What is the extent of resources that are necessary for processing these files.

Convert files into archival file formats.

Test and compare the results of these conversions (Is the target file what it was intended
to be and close enough to the original file?).

Produce automatic documentation of analysis and conversion process.
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Transfer

Transfers of smaller quantities of records at one time and more frequently.
Ordering or queue system for transfers to be set up by the National Archives.

Transfer at a time when there is maximum bandwidth available for transfer and when the
transfer puts minimum pressure on “live” information systems at both of the ends.

Set up a system of test transfers: smaller samples from an agency to the National
Archives would not put high pressure on the communication channels and at the same
time would provide the National Archives with a good overview of the quality of records
that the agency wishes to transfer.

Fix the errors before transferring the full set of records, in the case of inconsistencies.
Use of two possible scenarios for ingest:

o Transfer and ingest from a government agency of properly organised and
described archives that meet all the requirements set by the National Archives,
and

o Transfer and ingest of non-organised records, for example from private
companies or individuals.

Help to collect information from disparate sources for compiling the description of the
agency (archives’ creator) for the finding aids in the National Archives.

Check the consistency of the transferred records and their metadata in the normal routine
(where records are ingested from a government agency), for example, by comparing
metadata with the contents of records and trying to discover inconsistencies by using
semantic tools.

Use of automated tools for appraising and arranging the archives, describing them and
checking their consistency, when non-organised archives are ingested.

It would be helpful if memory institutions shared their technological infrastructure
resources and helped each other with more exotic file formats and storage media.

Finding out, which institution possesses what equipment and know-how, in the case that
National Archives does not have all the technical equipment for reading or analysing the
records.

Extend the search to institutions abroad, although this may require translation services
between languages.

Keep track of access restrictions and use conditions set for records in the agency.

Analyse the set access restrictions (recorded in the metadata) and analyse it against
current legislation or requirements of the National Archives.

Suggest amendments to the access rules if necessary (e.g., to prolong the access
restriction).
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Sweden — Records Managers
Pre-ingest

Figure out which demands the National Archives have (before sending the delivery):
o Demands on records, and

o Demands on metadata.

Automate the metadata generation / creation process;
Find the correct structure for the database that makes it searchable and easy to deliver;

Documenting which tables belong to the database (an agent should be able to distribute
the data from the database);

Need of a general metadata standard (denominator for everyone) with the possibility for
more specific directions;

Automate the creation of SIP-packages;

Simplify Web-Deliveries (a huge problem regarding security and performance);
Need of standards for communication (interoperability);

Agent technology would be useful for input of information and building its structure;

Agents in the early stages should find an archive system that can be archived (treatment
of the information to make it fit in the archive format);

Need of help to find a structure for the presentation of the information;
Establish stable connections;
Automated file conversion;
Need of help by migration (data) and normalisation (metadata);
Gathering requirements of the different archive systems (repositories);
Format-monitoring (which format is in use);
Appraisal of archival value:

0 On alow level (field level);

0 Based on prescribed rules, and

0 Appraisal rules management

Different entrances into the archive (Web, FTP, etc.).

Transfer

Handle data carriers (transmittals), and

Facilitation / simplification of the transfer process.
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Ingest

Avoid archiving the same information several times;
Putting the appraisal routines to practice;
Digitised decision process;

Agents are able to estimate what information we need to use for a long time, which for a
shorter time, etc.;

Decision support: Save everything or appraise everything;
Possibility to make out more information that we already received, and

Standardisation up to a certain level.

Sweden — Archivists
Pre-ingest

Automatic metadata detection of records stored in heterogeneous formats;
All tools must be easy to use;

The communication between agencies and archive must be improved with the goal of
creating standards and rules;

Agencies must have information about file formats;
Give feedback to the agency after the record has been received;
Definition of what the agency has to do and what the archives do;

Help with deliveries via web with regard to performance and according to security
demands;

Help with continuous automatic control of current formats in use;
Interoperability of software components: Compatibility to various systems, and

Support in appraisal to deal with the increasing quantity of information, especially on
lower level.

Transfer

Support communication between archivists and agency to inform about requirements,
and

Handle the validation of formats and checksums after data transfer; Nevertheless, offer
possibility to check the records manually.

Ingest

Prevent from ingesting duplicate records;

Help keeping control over shared areas where there are a lot of things which need to be
archived by searching within them;

Automatically transport records from email systems into agent based systems;
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Tag records with annotations about phone calls;
Grouping of documents which belong together, and

Standards which are not too detailed and which can be locally modified.
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